CONG TY CO PHAN CONG HOA XA HQI CHU NGHIA VIET NAM

CANG QUY NHON Péc lap — Tu do — Hanh phic
sé: fYJY /TB-QNP Gia Lai, ngayslS thang 9 nim 2026
THONG BAO

v/v mi chao gia Nang cAp phin mém Vin phong dién tir (PO)

Kinh gtri: Quy Cong ty / Pon vi cung cAp giai phép phén mém.

Truée hét, Cong ty cd phdn Cang Quy Nhon xin gii t6i Quy Cong ty 10i
chao tran trong.

Cong ty ¢b phan Cang Quy Nhon la Chu dAutw du 4n “Nang cap phan mém
Vin phong dién tir (PO)”, str dung nguon vbn tu co ciia Cong ty. Hién nay, Cong

ty dang thuc hién 1ap Béo cdo kinh té - k¥ thuét va xéc dinh dy todn chi tiét cia
du an.

Pé c6 co so xac dinh du toan chi tiét clia du 4n duge chinh xac, phu hop
v6i mit bang gia thi trudng, pong ty co phan Cang Quy Nhon trén trong d& nghi
Quy Céng ty béo gid cung céap phén mém “Nang cap phin mem Van phong dién
tir (PO)” (thdng tin chung vé dy 4n va mo ta chi fiét yéu cau k¥ thuét cla hang
hoa, dich vu tai tai liéu dinh kem).

Thong tin bao gia xin giri vé:
- Céng ty ¢ phan Cang Quy Nhon;
- Pia chi: $6 02 Phan Chu Trinh, phudong Quy Nhon, tinh Gia Lai;
- Email: info@quynhonport.vn;
- Pién thoai lién hé&: 0901.940.277 (Ong: L& Tién Vii — T6 CNTT).
Cong ty cd phi”m Cang Quy Nhon rat mong nhan dugc sy hop téc clia Quy
Cong ty.
Xin trén trong cam on.
Noi nhgn: 1=~ PHO TONG GIAM POC PHY TRACH
- Nhu trén;

- Bang website Cong ty;
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PHU LUC THONG TIN YEU CAU BAO GIA
(kém theo cong vin sb: 1974/TB-QNP ngay 25/9/2026)

1. THONG TIN CHUNG CUA DU AN
1.1. Téndwan
Nang cap phan mém Vin phong dién tir (PO).
1.2. Chi dau tu
Cong ty cb phan Cang Quy Nhon.
Dia chi: S6 02 Phan Chu Trinh, phuong Quy Nhon, tinh Gia Lai.
1.3. Duw toan cia dw an

Du toan chi tiét cua du 4n duoc xac dinh trén co sd két qua khao sat, bao gia va duoc
cap co tham quyen phé duyét theo quy dinh.

1.4. Loai nguon vén

Vén tu ¢6 caa Cong ty c6 phan Cang Quy Nhon.
1.5. Hinh thirc du twr

Du 4n dugc thuc hién theo hinh thic nang cip phan mém hién co.
1.6. Dia diém thuc hién dw an

Pia diém trién khai: Cong ty c6 phan Cang Quy Nhon, S6 02 Phan Chu Trinh, phuong
Quy Nhon, tinh Gia Lal.

Pon vi truc tiép quan ly san pham: Cong ty ¢6 phan Cang Quy Nhon.
1.7. Theoi gian thuc hién dw an

Nam 2026.
2. MUC TIEU CUA DU AN
2.1. Muc tiéu vé quan tri va diéu hanh

Dy 4n huéng dén viéc xay dung mot moi truong 1am viée dién tir thong nhét trong toan
Cong ty, trong d6 toan bo qua trinh tiep nhan, xt ly, luan chuyen, phé duyét va luu trit van
ban dugc thuc hién trén moi trueong so.

Thong qua hé thong méi, Ban lanh dao c6 thé theo ddi toan bo tién do xir Iy van ban va
cong viec cua cac don vi theo thoi gian thyc, gilp nang cao hi¢u qua chi dao diu hanh,
dong thoi tang cuong tinh minh bach va trach nhiém cua tirng c& nhén trong qué trinh thuc
hién nhiém vu.

Hé théng ciing s& hd tro kiém soat toan bd vong doi ciia vin ban tir khi hinh thanh dén
khi luu trr, bao dam viéc quan ly h6 so dugc thuc hién khoa hoc, thong nhat va dé dang
tra cuu khi can thiet.

2.2. Muc tiéu vé ky thuat va cong nghé

Dy &n s& nang cap phan mém trén nén tang cdng nghé hién dai, bao dam kha nang hoat
dong on dinh, toc d6 xtr ly nhanh va dé dang mo rong trong tuong lai.

Hg thong phai dap (ng kha ndng lam viéc trén nhiéu thiét bj khac nhau nhu méy tinh dé
ban, may tinh xach tay, dién thoai théng minh va may tinh bang; dong thoi ho tro truy cap
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tir xa phuc vu cong tac diéu hanh cua lanh dao.

Bén canh d6, hé thong phai c6 kha nang tich hop véi cac phan mém dang sir dung tai
Cong ty nhu phan mem nhan sy, h¢ thong thu di¢n tu, chir ky so va cac nén tang di liéu
dung chung cua VIMC théng qua cac giao dién lap trinh tng dung (API) theo tiéu chuan
mo.

Viéc nang cip ciing phai bao dam dap wng cac yéu cau vé an toan thdng tin, phan quyén
nguoi st dung, ghi nhan nhat ky thao tac, sao luu va phuc hoi dir liéu theo quy dinh hién
hanh.

2.3. Muc tiéu vé hiéu qua dau tw

Thong qua viéc nang cap phan mém Vin phong dién tir (PO), Cong ty huéng dén giam
dang keé thoi gian xir 1y van ban, giam chi phi in n, luu trir hd so gidy va chi phi van hanh
hanh chinh.

Hé thdng s& gitip nang cao ning sut lao ddng cua can bd, nhan vién thong qua viéc ty
dong hoa nhieu quy trinh xur ly céng viéc, dong thoi tao co s¢ dé danh gia hiéu qua thuc
hién nhiém vu cua tirng don vi va tirng ca nhan.

Vé lau dai, dy an gop phan xay dung nén tang dit liéu s6 phuc vu cong tac quan tri doanh

nghiép, tao diéu kién trién khai cac giai phap quan tri théng minh va chuyén di s toan
dién tai Cong ty.

3. QUY MO CUA DU AN
1. Quy md dau tw

Nang cap phan mém Vin phong dién tir (PO) duoc thyc hién theo dinh hudng ké thira
toan bo dir liéu hién c6, dong thoi b sung cac chire nang con thleu nang cap nén tang cong
nghé va hoan thién cac quy trinh nghiép vu nham dap ang yéu cau quan tri trong giai doan
moi.

Phan mém sau nang cap gom 05 phan hé chiic ning chinh:
- Trang chu;
- Quan ly van ban ndi bo;
- Quan ly E-Office;
- Tién ich (bao gom Tai liéu va Ky s6 dién tu);
- Quan tri hé thong.
3.2. Két qua dau ra caa dy an

Viéc dau tu nang cip phan mém Vin phong dién tir (PO) hudng dén xay dung mot nén
tang diéu hanh dién tir thdng nhat, hién dai va dap ung yéu cau chuyén doi sé cua Cang
Quy Nhon trong giai doan méi. Hé théng sau khi nang cap khéng chi phuc vu cong tac
quan 1y vin ban ma con tré thanh cong cu hd trg didu hanh, giam sat va quan tri doanh
nghiép theo thoi gian thyc.

4. MO TA HANG HOA, DICH VU YEU CAU BAO GIA

(Cdc théng tin quy dinh tai diém d khoan 2 Diéu 47 cua Ngh; dinh s6 224/2026/NP-CP,
phu hop vai Bao cao kinh te - ky thudt cua di an)

4.1. Phwong an cong nghé dwoc lwa chon

- M6 hinh kién triic: mé hinh 3 16p (3-tier), gdm tang giao dién, tang nghiép vu va tang
dur liéu;



- Nén tang phét trién front-end: ReactJS (hoic twong dwong);
- Nén tang phét trién back-end: Java Spring Boot (hoic tuong duong);
- Hé quan tri co so dir ligu: Oracle (hodc twong duong);

- M6 hinh trién khai: On-Premise, cai dat tap trung trén ha ting may chu 40 hda tai Trung
tam dir liéu cia Cang Quy Nhon.

4.2. M0 hinh kién tric téng thé hé théng

_____________________

) ( r
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NGOAI
Mang ndi by (LAN) Tudng hiva / WAF May chu trung gian (Reverse s
Van thu, Chuyén vién, Loc truy cép, chéng tdn cong web Proxy) Dich vu ky s ur xa
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Smartphone (trinh Frontend React]S - Backend Java Frontend React)S - Backend Java ERP
duyét web) = Spring Boot Spring Boot =
Cum Active-Active, dong bé phién lam viéc hanh chinh

Dich vu ky so & tich hgp

Nén tang dir liéu
K&t n6i API an toan tdi dich vu ky s6 tif xa va cdc hé thong lién quan

dung chung VIMC
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Két néi qua RESTful API
(JSON/XML), HTTPS
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So @6 kién truc tong thé hé thong

“So do trén thé hién kién triic tong thé cua hé thong Vian phong dién tir (PO) sau nang
cap, duogc to chirc theo cac vung mang tach biét nham bao dam an toan thong tin:

- Nguoi dung: can bo, nhan vién truy cap hé théng qua mang noi bo (LAN); Ban Lanh
dao va can bo lam viéc ngoai hién truong truy cap tur xa qua Internet bang giao thie HTTPS
hoac ket noi VPN, trén may tinh, may tinh bang va dién thoai théng minh.

- Vung bién (DMZ): tuong lira, teong lira tng dung web (WAF) va may chu trung gian
(Reverse Proxy) la diém tiep nhan duy nhat cac két noi tir bén ngoai, thuc hién loc truy cap,
can bang tai va ma hoéa duong truyen.

- VUung ng dung: cum 02 may chu Web/App véan hanh theo co ché Active-Active, cai
dat phan giao di¢n (ReactJS) va phan xu ly nghiép vu (Java Spring Boot); dich vu ky s6 va
tich hop dam nhan keét noi an toan tdi dich vu ky so tir xa va cac hé thong lién quan.

- Vung co s¢ dit ligu va luu trit: méy chi CSDL, hé thong luu trir tép va may chu sao
luu duoc dat trong vung mang duoc bao vé nghiém ngat nhat, chi cho phép vung tng dung
truy cap.

- Hé‘théng bén ngoai: dich vu ching thyc chir Ky so tir xa, Active Directory/LDAP,
phan mém Nhan sy/ERP va nén tang dit li¢u ding chung cua VIMC, ket noi qua RESTful
API chuan mo (JSON/XML) trén giao thiec HTTPS.
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Chi tiét mé hinh trién khai va tinh toan quy mé tai nguyén hé théng duoc trinh bay tai
muc 4.4.

4.3. Thiét ké téng thé phan mém

THIET KE TONG THE PHAN MEM VAN PHONG BIEN TU (PO)

Tang giao dién - ReactJS (hoic twong duong), responsive trén moi thiét bi
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Tang dit liéu
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CSDL Oracle (hoac twrong dirong) Kho liru trir tép Nhét ky hé théng
Vin ban, céng viéc, ngudi dung, phan quyén PDE, tép dinh kém, tai liéu da ky Nhat ky thao tdc, nhat ky 16i

So @6 thiét ké tong thé phan mém

Phan mém duoc thiét ké theo mé hinh 3 16p da lya chon tai muc 4.1, gom céac thanh
phan sau:

- Tang giao dién: xay dung trén React]S (hodc twong duong), hién thi twong thich trén
may tinh, may tinh bang va dién thoai thdng minh; cung cap théng bao chuéng va canh béo
han xu ly theo thoi gian thyc.

- Tang nghiép vu: xay dung trén Java Spring Boot (hodc twong duong), gdém 05 phan hé
chirc ndng tuong ung vai danh sach yéu cau tai muc 4.7.3: Trang chu; Quan 1y van ban noi
bo; Quan ly E-Office; Tién ich (bao gom Tai liéu va Ky so dién tir); Quan tri hé thong.

- Dich vy ding chung: cac thanh phan ding chung cho moi phan hé gom xac thuc va
phan quyén 3 céap, ludng xu ly/phé duyét, thong bao, quan ly tép, nhap/xuat dir liéu
Excel/PDF, ghi nhat ky thao tac, két néi ky sb va API tich hop. Viéc tach riéng céc dich vu
nay cho phép bé sung phan hé méi ma khéng anh hudng téi cac phan hé dang van hanh.

- Tang dir liéu: CSDL Oracle (hodc twong dwong) luu trit dit liéu c6 cau trac; kho luu
trit tép luu van ban PDF, tép dinh kém, tai liéu da ky; nhat ky hé théng luu vét thao tac va
15i phuc vu giam sét, truy vét.



4.4. M0 hinh trién khai va sizing hé théng
4.4.1. M0 hinh trién khai hé théng (Deployment Architecture)

Hé théng phén mém Vin phong dién tir (PO) duoc thiét ké trién khai theo mé hinh On-
Premise (trién khai tap trung tai Trung tam dir liéu cua Cang Quy Nhon), tng dung cong
ngh¢ ao hoa (Virtualization) nham tbi wu hoa viéc khai thac tai nguyén phan cting hién co,
ddng thoi tach biét cac ving mang dé bao dam an toan théng tin theo cap do.

So dd phan vung kién tric trién khai bao gém cac viing mang chinh sau:
Ving Ngwoi dung (User Zone):
+ Nguoi dung trong mang ndi bo (LAN/Intranet) truy cap truc tiép vao hé théng.

_* Ban Lanh dao va can bo lam viéc ngoai hién truong/tir Xa truy cap an toan qua Internet
bang giao thirc md héa HTTPS (port 443) hoac két n6i VPN ma hoa.

Vung Bién / Vung DMZ (DMZ Zone):

~ Nén tang Tuong lira (Firewall / WAF): Kiém soét lwu lwgng mang, ngén chin cac cuc
tan cdng tng dung web (OWASP Top 10), phong chong DDoS.

May chu trung gian (Reverse Proxy) & Load Balancer (Nginx / HAProxy): Dong vai
tro la diém tiép nhan duy nhét tir Internet/Intranet, dinh tuyén luu luong, thyuc hién giai ma
SSL/TLS va can bang tai dén cac may chu tng dung phia sau.

Ving Ung dung (App Zone - Nji bg):
Web/App Server (Java Spring Boot App): Cai dét tng dung Backend va Frontend. Trién

khai theo co ché Active-Active (cluster 2 may chi 40) bao dam tinh san sang cao (High
Availability - HA).

Ky s6 & Tich hop Service: Dam nhan két ndi API an toan ra bén ngoai téi dich vu Chir
ky so tir xa (VNPT SmartCA, FPT CA) va lién thdong véi cac hé thong ERP, AD/LDAP,
VIMC.

Ving Co so dir ligu & Lwu triv (Data Zone - Ngi bg riéng biét):

Database Server (Oracle Database): Dit tai phan ving mang duoc bao vé nghiém ngat
nhat, chi cho phép may chu App Zone truy van di liéu qua cong CSDL (Database Port).

File Storage System (Luu trir tp tin): Luu trit t€p tin van ban PDF, t¢p dinh kem va hinh
anh chtr ky/con dau. Cau hinh co ché luu trir an toan, chong ghi dé/xoéa trai phép.

May chu Sao luu (Backup Server): Tu dong sao luu dit ligu CSDL va Tép tin dinh ky
hang ngay theo co ché Local Backup va Offsite Backup.

4.4.2. Tinh todn quy mé va sizing hé thang (System Sizing)
~ Vigc tinh toan quy mo tai nguyén phan cang (Sizing) dua trén quy mo ngudi dung thuc
te tai Cang Quy Nhon (khoang 700 can bd cdng nhéan vién), tan suat giao dich hang ngay
va dinh hudng luu trir dir liéu trong vong 05 nam.
Can cwr tinh toan
Tong s6 nguoi dung hé théng: ~300 tai khoan.
S6 luong nguoi ding truy cap dong thoi tai thoi diém cao diém (Concurrent Users -
CCU): Du kien 40% - 50% tong so nguoi dung = 100 — 150 CCU.
‘ Khéi luong van ban / cong viéc xu ly: Trung binh khoang 100 — 200 vén ban/ngay (bao
gom vian ban dén, di, ndi b va don hanh chinh). Dung luong trung binh 1 tép van ban dinh
kém (PDF) ~ 2 — 5 MB.



Tinh toan dung luwong luu trit trong 05 nam (Storage Sizing)

o Dt liéu Co s¢ dit ligu (Database Data): Udc tinh tang truong ~ 10 — 20 GB/nam
— Sau 05 nam can khoang 100 GB - 150 GB.

o Dir liéu Tép tin dinh kém (File Attachments & Signed PDFs):

+S6 lwong van ban/hd so phat sinh: = 200 hd so/ngdy X 250 ngay/nim =
50.000 hd so/nam.

+Dung lrong trung binh (gém tép gdc + tép da ky s6): ~ 5 MB/hd so.

+Dung lugng phat sinh hang nam: 50.000 X 5 MB = 250 GB/nam.

+Dung Iuwong 05 nam: 250 GB X 5 nam = 1.250 GB = 1,25 TB.

o Du phong luu trir (Buffer 30%): ~ 1,25 TBx 1.3~ 1,6 TB — 2,0 TB.
Y&u cdqu vé Hg tdng mang va An toan van hanh

Bang théng duong truyén: buong truyén Internet/Intranet dat F(A')i thiéu 100 Mbps tai
Trung tam di liu d¢ bao dam toc do truyen tai tép van ban va két noi ky s6 SmartCA muot
ma.

Kha ndng mo rong (Scalability): Cho phép m¢ rong tai nguyén theo chiéu doc (Scale-
up RAM/VCPU) hoac chiéu ngang (Scale-out thém may chu App) ma khong lam gian doan
hoat dong cua hé thong.

Tiqh san sang voi IP\{G: Toan bd cdu hinh mang, giao dién tng giung va dich vu API cua
hé thong dap tng tinh san sang van hanh trén moi trudng mang ho trg giao thuc IPV6 theo
quy dinh.

4.5. Phwong an dam bao két néi lién thong véi cac ha tang ky thuit cd lién quan

Dé dam bao hé thong phan mém Van phong dién tir (PO) sau khi nang cap hoat dong
thong nhat, loai bo "ving ¢ lap thong tin" (data silos) va hinh thanh h¢ sinh thai dicu hanh
SO tap trung, phuong an ket noi lién thdng voi cac ha tang ky thuat, hé thong phan mem va
co so dir liéu hién co/twong lai ciia Cang Quy Nhon dugc thuc hién theo cac nguyén tac va
giai phap ky thuat cu thé sau:

45.1. Nguyén tdc két ngi va chudn giao tiép ky thudt

Chuan giao tiép mo (Open Standards): Hé thong ing dung mo hinh kién tric dich vu
Web theo chuan RESTful Web Services (khuyéen nghi ap dung theo Thong tu 39/2017/TT-
BTTTT) va SOAP v1.2 do6i vai céc dich vu legacy.

Dinh dang dit ligu trao doi: Toan b¢ dit lidu trao doi gitra cac hé thong sir dung dinh
dang JSON (RFC 7159) hoac XML v1.0/v1.1 véi bd mé ky tu UTF-8 thong nhat.

Giao thirc truyén tai an toan:‘MQi’Iuéng dir ligu lién thong qua moi tredng mang ndi bo
(LAN/Intranet) hoac Internet déu bat bugc ma hoa bang giao thic HTTPS (TLS 1.2/1.3)
va SFTP/FTPS ddi véi tép tin dung luong 16n.

Quan ly va kiém soat API (API Gateway): Thiét 1ap tang quan Iy API tap trung hd tro
xac thuc OAuth2/JWT (JSON Web Token), gi¢i han bang thong (Rate Limiting) va ghi
nhat ky truy cap (Logging) dé dam bao an toan t6i da cho hé thong.

45.2. Chi tiét két néi lién thdng véi cac ha tang ky thugt va hé théng thong tin lién
quan

a) Két ndi véi Ha tang Pinh danh va Quan 1y nguoi ding tap trung (Active Directory /
LDAP)



Muc tiéu: Ddng bo tai khoan nguoi ding, co cu to chirc phong ban va hd tro dang nhap
mot lan (SSO - Single Sign-On).

Phuong an trién khai:

-Hé thdng két néi véi dich vu thu muyc qua giao thirc LDAP v3 (Lightweight Directory
Access Protocol).

-Khi c6 sy thay dbi vé nhan sy, phong ban hoic trang thai tai khoan trén Active
Directory, hé thong PO sé tu dong cap nhat dong bo nguoc vao danh muc tai khoan néi bo.

b) Két ndi voi Ha tang Chung thuc chir ky sé cdng cong va Chit ky sé doanh nghiép
(PKI / CA)

Muc tiéu: Thyc hién ky s phé duyét van ban, to trinh, cong van tryc tuyén bang Chir
Ky s6 to chire (Con dau s6) va Chir ky s ca nhan tir xa (SmartCA).

Phuong an trién khai:

-Chir ky s6 tir xa (SmartCA): Tich hop qua API két ndi tryc tiép voi cac nha cung cap
dich vu chang thuc chir ky so dugc cap phép (VNPT SmartCA, FPT CA..)).

-Chuan mat ma & Chir ky s6: Ap dung céc tiéu chuan PKCS#1 v2.2, PKCS#7,
PKCS#11 va giai thuat bam SHA-2. Tép PDF sau khi ky s& duoc dong dau thoi gian
(Timestamp - RFC 3161) va nhdng chirng thu so6 truc tiép vao tai liéu.

¢) Két ndi véi Hé thdng Quan tri ngudn luc doanh nghiép (ERP) va Phan mém Quan ly
Nhan su

Muc tiéu: Trao ddi dir liéu danh muc phong ban, danh séch nhan sy, thrc danh va lién
théng céc luong quy trinh phé duyét hanh chinh (nghi phép, céng tac, cham céng bu...).

Phuong 4n trién khai:
-Xay dung cac RESTful API hai chiéu c6 xac thuc.

-Khi don hanh chinh (déng ky cong tac/nghi phép) trén phﬁp mém PO hoan tat Iuéng
phé duyét da cap, hé thong tu dong day dir liéu két qua sang Phan mém Nhan su/ERP dé
ghi nhan céng va chi phi lién quan.

d) Két ndi véi Tryc lién thong vian ban va Nén tang dit liéu ding chung cua Tong cong
ty VIMC

‘Muyc tiéu: Tiép nhan va phat hanh van ban dién tir lién thong gitra Cang Quy Nhon va
Tong cong ty Hang hai Viét Nam (VIMC) cling nhu cac don vi thanh vién.

Phuong an trién khai:
-Tuan tha Khung kién tric dir liéu va Khung kién tric tong thé qudc gia so.

-St dung giai phap tich hop qua Truc chia se dir liéu (ESB/Data Hub), ma hoa ban
tin XML va ty dong cap S6 dén/Sé di, trang thai giri/nhan van ban theo thoi gian thuc.

e) Két ni voi Ha ting Mang va Trung tdm Dit liéu Cang Quy Nhon
Muc tiéu: Dam bao hé théng van hanh lién tuc, an toan trén ha ting may chu va mang
noi bo hién co.
Phuong an trién khai:
-Trién khai phan mém trén ha ting may chu 4o hoa tai Trung tam dir liéu cua Cang.

-CAu hinh tuong lira (Firewall), hé thong phong chong xam nhap (IDS/IPS) va tuan
tha cac quy dinh an ninh mang theo Nghi dinh 331/2026/ND-CP.



-S&n sang thich tng IPv6: Toan bo dich vy web va két ndi API cia phan mém PO
dam bao hoat dong binh thuong trén ha tang mang ho tro ca IPv4 va IPve6.

4.5.3. Trién khai
Cac budc trién khai

Cung cép thong tin dé test tich hop
Test tich hop
Lap trinh tinh nang

4.6. Danh muc tiéu chuan tham khao dé ap dung thiét ké hé thong

NogakRwhE

Cap may chu, cai dat phan mém

Test tinh nang, bao mat da xay dung
Van hanh thir
Dua vao van hanh trén hé théng thuc

Hé thdng khi thiét ké, trién khai dam bao tuan tha danh muc tiéu chuan k¥ thuat nhu

Sau:

+ Danh muc céc tiéu chuan tham khao dé ap dung thict ké hé thong can cir theo Thong
tw s0 39/2017/TT-BTTTT ngay 15/12/2017 cua B¢ truong Bo Thong tin va Truyén thong
ban hanh Danh muc céc tiéu chuan vé itng dung CNTT trong co quan nha nudc, cu thé:

% Loai tiéu Ky hiéu tiéu Tén day di cia tiéu Quy dinh &p
SoTT 2 P4 P4
chuan chuan chuan dung
1 |Tiéu chuan vé két noi
‘ HTTP V1.1 I;y;:ertelxt Trz?msfir1 Batdbuoc ap
1 Truyén siéu rotocol version 1. ung
' van ban Je .z
HTTP v2.0 Hypertext Trqnsfer Khuyen nghi &p
Protocol version 2.0 dung
FTP File Transfer Protocol Bt budc ap
dung mot hoac
HTTP Vi1 Hypertext Trgnsfer ca halxtleu
Protocol version 1.1 chuan
19 Truyeén tép ,
tin HTTP v2.0 Hypertext Trgnsfer Khuyen nghi &p
Protocol version 2.0 dung
WebDAV Web-bz_ised DIStI’IbU_ted. Khuyéen nghi &p
Authoring and Versioning dung
17 Truy cap LDAP v3 Lightweight Dlrector_y Bat bugc ap
thu muc Access Protocol version 3 dung
Simple Object Access B4t buac 4
: i t budc a
Dich vu SOAP VL2 Protocol version 1.2 arbuocap.
dung mot, hai
1.14 |Web dang hoac ca ba tiéu
SOAP Web Services Description ‘ i
WSDL V2.0 Language version 2.0 chuan




£ Loai tiéu Ky hiéu tiéu Tén day da caa tiéu Quy dinh &p
SoTT 2 2 2
chuan chuan chuan dung
Universal Description,
UDDI v3 Discovery and Integration
version 3
Dich vu . X ..
RESTful web Representational state Khuyen nghi &p
1.15 \Web dang service transfer dun
RESTful g
Web Services Business Khuvén nahi &
WS BPEL V2.0 |Process Execution Y P
Language Version 2.0 ung
WS- Simple Simple SOAP Binding Khuyén nghi ap
SOAP Binding Profile Version 1.0 dun
Profile Version 1.0 ' ung
WS- Federation Web Services Federation | Khuyén nghi ap
v1.2 Language Version 1.2 dung
WS- Addressing Web Services Addressing | Khuyén nghi &p
v1.0 1.0 dung
Dich vu diac | WS-Coordination | Web Services Khuyén nghi ap
1.16 ta Web Version 1.2 Coordination Version 1.2 dung
. Web Services Policy Khuyén nghi ap
WS-Policy v1.2 Version 1.2 dung
OASIS Web ,
Services Business | Web Services Business Khuyen nghi &p
Activity Version Activity Version 1.2 dung
1.2
WS- Discovery Web Services Dynamic Khuyén nghi ap
Version 1.1 Discovery Version 1.1 dung
WS- Web Services Metadata Khuyén nghi ap
MetadataExchange |Exchange dung
2 | Tiéu chuén veé tich hep dir liéu
XML V1.0 (5 Extensmle Markup1 o 5 ,
Ngon ngir | Edition) Eghtguage version 1.0 ( Bat budc ap
2.1 |dinh dang ition) dung mét trong
van ban hai tiéu chuan

XML v1.1 (2"
Edition)

Extensible Markup
Language version 1.1




£ Loai tiéu Ky hiéu tiéu Tén day da caa tiéu Quy dinh &p
SoTT I 4 4
chuan chuan chuan dung
Ngon ngi
dinh dang Electronic Business e A

2.2 |van ban cho Iligcl)-lc;SZOl 4 Extensible Markup Bat dt;unqc ap
giao dich ' Language (ebXML) ung
dién ta
Dinh nghia ,

2.3 |S4¢ luq(.: do XML Schema V1.1 | XML Schema version 1.1 Bat buge ap
trong tai dung
liéu XML

ST . Bit budc ap
24 Blen doi dir XSL Extensible Stylesheet dung phién ban
liéu Language LA
mai nhat.
M® hinh e . £ .
25 |héa déi UML v2.5 Unified Model_llng Khuyen nghi ap
Language version 2.5 dung
tugng
RDF Resource Description Khuyén nghi ap
M@ ta tai Framework dung
2.6 |nguyén dir )
liéu OWL Web Ontology Language Khuygn nghi ap
ung
- X 8-bit Universal Character L v A
27 gg'[f,‘ tdl'le” UTF-8 Set (UCS)/Unicode Bat dt:fn‘-’c ap
YKy L Transformation Format ung
Trao doi di ,

210 I[qu_c}ac ta XM v2.4.2 XML Metadata _ Khuyen nghi &p
tai liéu Interchange version 2.4.2 dung
XML
binh qang
trao doi dix
liéu mo ta . . £ . 2

213 |dbi twong JSON REC 7159 JavaS_crlpt Object Khuyén nghi ap

: Notation dung
dang kich
ban
JavaScript
Ngon ngir
mo hinh Business Process Model Khuyén nghi ap
2.14 quy trinh BPMN 2.0 and Notation version 2.0 dung
nghiép vu
3 | Tiéu chuin vé truy cap thong tin
Chuéan noi Hypertext Markup Bit budc ap
31 dung Web HTML v4.01 Language version 4.01 dung
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£ Loai tiéu Ky hiéu tiéu Tén day da caa tiéu Quy dinh &p
SoTT I 4 4
chuan chuan chuan dung
W3C Web Content Khuvén nahi &
WCAG 2.0 Accessibility Guidelines ydun ght ap
(WCAG) 2.0 ung
HTML 5 Hypertext Markup Khuyén nghi ap
Language version 5 dung
Chuan noi Extensible Hypertext B4t budc 4
3.2 |[dungWeb |XHTML v1.1 Markup Language version dun: P
ma& rong 1.1 ung
CSS? Cascading Style Sheets
Language Level 2
o : Bat buoc ap
Giao dién Cascading Style Sheets &
3.3 ngudi ding CSS3 Language Level 3 dung mot trong
ba tiéu chuan
XSL Extensible Stylesheet
Language
binh dang Plain Text ,
(.txt) (.txt): Danh cho cac tai Bat budc ap
' liéu co ban khdng co cau dung
trac
binh dang Rich Text (.rtf)
phién ban 1.8, 1.9.1: Danh Bt busc 4
(.rtf) v1.8,v1.9.1  |cho cac tai liéu co thé trao dun P
Re o a s X, . ung
doi gitra cac nén tang khac
nhau
binh dang van ban Word Khuvén nahi 4
(.docx) ma rong cua Microsoft ygungg tap
3.4 |Vin ban (.docx) '
binh dang Portable
Document (.pdf) phién
\(/'f%f)v"llf’ V1S Ihin14, 15, 16, 1.7
DA Danh cho cac tai liéu chi
doc Bt buoc ap
dung mét, hai
(doc) binh dang van ban Word hoac ca pa tiéu
' cua Microsoft (.doc) chuan
binh dang Open
(.odt) v1.2 Document Text (.odt)

phién ban 1.2
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£ Loai tiéu Ky hiéu tiéu Tén day da caa tiéu Quy dinh &p
SoTT 2 2 2
chuan chuan chuan dung
A N American Standard Code Lo A2
3.13 B? kY twva ASCII for Information Bat buoc ap
mé& hoa dung
Interchange
Bo6 ky tu va TCVN 6909:2001 “Cong Bt buac 4
3.14 /ma héacho | TCVN 6909:2001 |nghé thong tin — Bo ma ky dun P
tiéng Vit tu tiéng Viét 16-bit” ung
Java Specification Bt buac 4
JSR 168 Requests 168 (Portlet dun P
e ung
Specification)
Chun két Java Specification % 4
nditng  |ISR286 Requests 286 (Portlet Kh“ygn nghi &p
] e ung
thong tin _ )
dién tur WSRP V1.0 Web SerV|ce_s for Remote Bat buoc ap
Portlets version 1.0 dung
WSRP 2.0 Web Serwce_s for Remote | Khuyén nghi ap
Portlets version 2.0 dung
4 |Tiéu chuan vé an toan thong tin
HTTPS Hypertext Transfer Bat buoc ap
Protocol Secure dung
An toan File Transfer Protocol Khuyén nghi &
43 ftruyéntep |FTPS Secure ydungg Hap
tin i
SETP SSH File Transfer Khuyéen nghi &p
Protocol dung
Bt budc ap
dung, str dung
PKCSH#LV22 | oon STYPIOOTanly luoc dd
Giai thuat andard — version <. RSASSA-PSS
410 |7 L% 2 L,
chir ky so de ky
Elliptic Curve Digital Khuyén nghi ap
ECDSA Signature Algorithm dung
Giai thuat Khuyén nghi &
4.11 |bam cho SHA-2 Secure Hash Algorithms-2 yd 0 ght ap
chit ky s6 ung
An toan XML Encryption . Lo A s
4.14 |trao d6i ban |Syntax and ;(n“d/”F‘,rEEggi%“on Syntax Bat dbunQC P
tin XML Processing g ung
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£ Loai tiéu Ky hiéu tiéu Tén day da caa tiéu Quy dinh &p
SoTT 2 2 2
chuan chuan chuan dung
XML Signature XML Signature Syntax Bit budc ap
Syntax and .
P . and Processing dung
rocessing
Quan ly
khda cong XML Key Management Khuyén nghi ap
4.15 khai ban tin XKMS v2.0 Specification version 2.0 dung
XML

4.17

Ha tang khoa cong khai

Khuyén nghi
ap dung

Cu phap Cryptographic message
thong dié¢p |PKCS#7 v1.5 syntax for file-based
mat mé cho |(RFC 2315) signing and encrypting
Ky, ma hda version 1.5
Cu phap Cryptographic token
thong tin PKCS#15v1.1 information syntax version
thé mat ma 1.1
Cu phap Private-Key Information
thong tin PKCS#S V1.2 Syntax Standard version

PN (RFC 5958)
khoa riéng 1.2

o Cryptographic token
quao qlen ~ |PKCS#11v2.20 interface standard version
thé mat ma 220
g:opggr Personal Information

~ .., |PKCS#12v1.1 Exchange Syntax version
thong tin ca 11
nhan '
Khuon dang
danh sach Certificate Revocation
ching thu RFC 5280 List Profile
so thu hoi
Khuén dang .
chimg thr | RFC 5280 Publ_lc_ Key Infrastructure

2 Certificate

SO
CAu phkap PKCS#10 V1.7 Certlflcatlon_ R_quest
yéu cau Syntax Specification

, (RFC 2986) :
chung thuc version 1.7
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£ Loai tiéu Ky hiéu tiéu Tén day da caa tiéu Quy dinh &p
SoTT 2 2 2
chuan chuan chuan dung
Giao thac
trang thai On-line Certificate status
ching thu RFC 6960 protocol
truc tuyen
Giao thuc
gan tem RFC 3161 Time stamping protocol
thoi gian
Information technology
Security techniques —
ISO/IEC 18014- Time stamping services
1:2008
Part 1: Framework
_ ISO/IEC 18014- _
Dich vu 2:2009 Part 2: Mechanisms
tem thoi producing independent
gian ISO/IEC 18014- tokens
3:2009 _
Part 3: Mechanisms
ISO/IEC 18014- producing linked tokens
4:2015 -
Part 4: Traceability of
time sources
4.7. CA&c yéu ciu can dap wng
4.7.1. Tén phdn mém
Nang cap phan mém Vin phong dién tix (PO).
4.7.2.  Quy trinh nghiép vu cdn tin hec hoéa
4.7.2.1. Quy trinh 1: Qudn Iy vin ban dén
STT | Tén bwéc M6 ta chi tiét Poi twong
thuc hién
1 | Tiép nhan vin | Van thu tiép nhan van ban gidy hogc dién tir | Van thu
ban dén tir co quan ngoai, truc lién thong. Kiém tra tinh
hop I¢€.
2 | Vao ,Sé & Cap | Nhap thdng tin trich yéu, co quan ban hanh, s6 Van thu
so den h[éu goc, ngay ba}n hanh. qHé thong tu dong
cap So dén tang dan theo so van ban.
3 |Ping tai & | Taitép PDF vin ban. Nhin Tao vinban >Hé|  Van thu

Phan ludng

thong luu trang thi Cho xur 1y va giri thang
bao chuong dén Lanh dao.
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thanh. Hé thong luu trix ho so.

STT | Tén buéc M0 ta chi tiét Péi twong
thuc hién

4 | Xem xét & Bt | Lanh dao nhan thdng bo, mo xem tryc tiép | Lanh dao don
phé chi dao tép PDF dinh kém. Nhap y kién chi dao tai Vi

muc Thém y kien (trang théi van ban tu dong
chuyén sang D2 but phé).

5 | Phan cong xu | Lanh dao/Van thu chi dinh: Nguoi xu ly chinh | Lanh dao don
Iy & Phoi hop | (Lanh dao phong hodc Phong ban/Nhém), | vi/ Van thu

Nguoi phoi hop/Theo d6i. Thiét 1ap han hoan
thanh xur ly.

6 |Tiép nhan & |Lanhdao phong/Chuyén vién xi 1y duoc phén |  Lanh dao
Thyc thi van | cong nhan thong bao, mo chi tict van ban dé phong /
ban xem trich yéu, y kién but phé ciia Lanh dao va | Chuyén vién

tép dinh kem.

7 Khoi tao céng | Lanh dao phong su dung chire nang Tao cong Lanh dao
Viéc Vigc tir van ban den d€ cu the hoa cac dau viéc phong /

can lam. Lanh dao phong c6 thé phan cong | Chuyén vién
tiep cho chuyén vién truc thuoc xur ly chinh.

8 | Hoantatxwly |Sau khi hoan thanh céc dau viéc lién quan, | Lanh dao don

lanh dao kiém tra két qua, x@c nhan hoan | vi/Lanh dao
thanh. Trang thai van ban chuyén sang Hoan phong

4.7.2.2. Quy trinh 2: Qudn Iy vin bdn di

ddi van ban

ngudi ding hoic phong ban can theo ddi vin
ban di nay. Hé théng tu dong giri thdng bao
dén tat ca nguoi ding duoc gan trong truong
Theo doi.

STT | Tén buéc M6 ta chi tiét Poi twong
thuc hién
1 |Soan thao & |Vanthu truy c@p menu Vin ban noi bo > Van Van thu
Nhap thong tin | ban di > nhan Tao van ban di. Nhap cac thong
van ban di tin bat buéc:’Nhémqsﬁ van béq, So6 van ban, So
hiéu (hé thong kiém tra chong trung trong
cung mét so6), Loai van ban, Trich yéu, Bo
phan du thao.
2 | Taitép & Ky s6 | Tai Ién file PDF chua ky s0. St dung chic | Vin thu
tép dinh kém ndng “Ky s0” d€ gan chix ky so xac thyc ban
s0 hoda truc tiép trén tép PDF. Nhan Tao van
ban dé hoan tat.
3 | Gan nguoi theo | Tai truong Theo doi, nguoi tao thuc hién chon Van thu
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STT | Tén buéc M0 ta chi tiét Péi twong
thuc hién

4 |Tiép nhan & | Nguoidung dugc gén theo ddi nhan thong bao | Nguoi phoi
Theo doi van ban | chudéng. Nguoi theo ddi nhap vao thdng bao | hop / theo doi
di dé mo tryc tiep man hinh Chi tict van ban di

dé xem thong tin trich yeu, s6 hi¢u, ngudi ky
va xem trudc/tai xuong cac tép dinh kém.

5 |Khsi tao cbng | Tai man hinh Chi tiét van ban di, nguoi theo | Ngudoi phéi
viéc tir van ban | d6i/chuyén vién sur dung chire nang Tao cong | hop / theo ddi
di viéc tir vin ban dé cu thé hoa cac dau viéc can

lam.

6 [Phan cong & |Nguoi theo di thuc hién phan cong chi tiét | Nguoi phoi
biéu hanh cbdng | cho cén bc}/chuyén, vién truc ,thu{)c xu ly | hop / theo doi
Viéc chinh, gan nguoi phoi hop va thiét 1ap thoi han

hoan thanh (Deadline).
4.7.2.3. Quy trinh 3: Qudn ly céng viéc
STT| Tén buéc M ta chi tiét boi twong
thuc hién
Ta0 mai cang | Nhap: Tiéu dé cong viéc, Noi dung, Ngay bat %/?l/ﬂigﬁﬁ ggg
1| 2 9| dAu, Han Két thic, Panh déu wu tién, Dinh | '/ 2400 ¢
Viéc X A exs e phong /
kem nhiéu tai liéu. N
Chuyén vién
A A ~ | Nguoi xur ly: Chiu trach nhiém thuc thi cao L?mh (Niao don
Phan quyen nhan X e e s vi / Lanh dao
2 nhat. Nguoi phoi hop / theo ddi: Cung tham A
su . . L s o phong /
gia thuc hién hoac lanh dao giam sat. A
Chuyén vién
q . .| Génviéc lién quan: Tim kiém va tich chon cac
Quan ly cong| LY A rin _ . A

3 i cong viéc hién co. Tao viéc lién quan: Tao mai | Chuyén vién

viéc lién quan JURA Al ren
nhanh mot cong viéc lién quan.
Thyc thi, Trao T,rao (EOI ngh|¢pAvuA’qua coAmmen,t, tai file ba‘o_ o

4 2 o cao ket qua. Hé thong thong bao cho nguoi | Chuyén vién
doi & Bao cao e s 2 A ~

theo doi khi co cap nhat.
L A . P . Lanh dao don
Hoan tat & Xuét | Nnan Cap nhdt trang thai hoan thanh. Xem |y o 4.0

5 lich suir thay doi hoac nhan Xuat file ngi dung .

PDF A A 2R N phong /
cong viéc dé luu trir. A
Chuyén vién

4.7.2.4. Quy trinh 4: Qudn Iy don hanh chinh va phé duyét da cap
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Péi twong

chuyén sang trang thai Da phé duyét.

STT| Ténbuéc M ta chi tiét -
thuc hién
Truy cap Don hanh chinh > Tao méi don.
1 Khoi  tao  don | Chon loai don (Phi€u dang ky cong tac, Dang Chuvan vien
hanh chinh ky nghi phép, Giay di duong...), nhap ly do, y
thoi gian tir ngay - den ngay, tép dinh kém.
Chon ludng phé | Chon danh sach nguoi theo doi. Hé théng tu
2 | duyét & Ngudi|dong dinh tuyen luong duyét theo cau hinh | Chuyén vién
theo doi loai don. Nhan Tao don.
A AR Lanh dao phong nhan théng béo. M chi tiét N
3 (P}qfugﬁyeth%ﬁp)l xem xét: nhan Duyét (chuyen cp tiép theo) Larﬁ}(\;r:iao
9PONY) | 105c Tir chédi (nhap Iy do tir chéi). phong
A Ay (A Nhén thong bao don di qua cap 1. Xem xétho | .
4 Phe qu,@ ¢ Cgip 2 so va nhan Duyét (hoan tat quy trinh) hoic Tur Lanh de:10 don
(Ban Giam doc) chdi Vi
5 | Hoan tit Khi tat ca cac cap duyét thanh cong: Pon He théng

4.7.2.5. Quy trinh 5: Qudn ly lich co quan

Péi twong

Click vao sy kién hién thi chi tiét.

STT| Ténbuwéc MO ta chi tiét ”
thuc hién
Mo Tién ich > Lich co quan > nhan Tao su
kién méri. Nhap: Ngay thuc hién, Gio bat dau,
1 Tao méi sy kién | Gio ket thic, Dia diém (phong hop hoac gan | Van thu /
lich link Webex/Zoom tryc tuyen), Nguoi chu tri, | Chuyén vién
Noi dung su Kkién, Noi dung chuan bi, Tép
dinh kém.
Phan cong = & | \jnan danh sach Thanh vién tham gia, Chon |  Van thu/
2 | Gan nguoi nhan | _, e LA . A in
A . dich danh Nguoi nhan thong bao. Chuyén vién
thong bao
3 Luu & Guri thong | Luu sy kién va tu dong gui thong bao chudng Ha thén
béo tu dong dén danh sach nguoi nhan. i g
7 Hién thi theo dang ludi thoi gian tir 08:00 dén
4 Hién thi giao | 18:00, chia theo cac ngay trong tuan (Thu 2 Neusi din
dién Timeline den Chu nhat). Phan loai theo tab tirng Pon vi. g g
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Péi twong

bao

cho nguoi tham gia.

STT Tén bwéc MO ta chi tiét "
thuc hién
: , Khi sira lich: Hé thdng hién thi popup xac
- gglnnh e & nhan Cap nhat lich cong tac. Néu tich chon |  Van thu/
g b 9| Gui thong bao > giri lai thong bao cap nhat | Chuyén vién

4.7.2.6. Quy trinh 6: Khai thc va tra cizu danh ba cong ty

Poi twong

tin lién hé chi tiét

Phong ban, Email, Dién thoai di dong, S6 may
noi bo.

STT| Tén buéc MO ta chi tiét -
thwc hién
1 | Truy cap danh ba | Nguoi dung mo Tién ich > Danh ba cong ty. | Nguoi dung
5 LXQC t’heo co cau C,ho ph?p chon tung IA)hong ban d¢ xem danh Nguoi ding
to chuc sach nhan sy truc thudc.
3 |Tim kiém thong | Nhap tir khoa tai 6 tim kiém: Tra ciru gan dung Newsi din
minh khong phéan biét hoa/thuong theo Ho tén. & g
q Trinh bay dudi dang thé Card tryc quan: Anh
Hién thi théng | daidién (hoac ky tu dau tén), Ho tén, Churc v, e s
4 Nguoi dung

4.7.2.7. Quy trinh 7: Qudn ly théng bao chung

STT

Tén bwéc

Mo ta chi tiét

Péi twong

Pém lugt xem

tang +1 luot xem khi mé lan dau. Nguoi ding
cé thé xem trudc hoac tai tép dinh kém vé
may.

thuc hién
Truy cap Tién ich > Thong bao chung > nhan
Khoi tao & Soan Dang tl}ongAl?ao. Nhal;) Tleg deA (bat bl.Jf')C)’ o
1 thao soan thao Noi dung (ho trg in dam, nghiéng, | Nguoi dung
can 1€, chén link/anh), tai l1én cac tép dinh
kem.
Pang & Phét tan I\!han Dflng: H¢ thong luu tflong 132_10 vao dar}h o
2 s gk sach, dong popup va tu dong gui thong bado | Nguoi dung
hé thong n £ 5 2 N
chudng dén toan thé nguoi dung.
Nguoi dung chon thdng bao ¢ danh sach bén
’ trai > ngi dung hién thi ngay tai khung bén
3 Xem chi tiet & | phai (khdong mo trang méi). Hé thong tu dong Nguoi dung
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STT

Tén bwéc

MO ta chi tiét

Péi twong

nhan x6a dé loai bo thdng bao khoi danh séch.

thuc hién
Nhan nGt Ghim tai chi tiét dé chuyén thong
Ghim thong bao | bao Ién nhdm Quan trong (uru tién trén cung s
4 quan trong danh sach), nhan Bo ghim dé chuyén vé nhém Nguoi ding
Thoéng bédo khéc.
o .| Chon Stra thdng tin: Cap nhat tiéu dé&, noi
5 ;21:; Sgg & Xoa dung, tép va gui lai théng bao. Chon Xo6a: Xac | Nguoi dung

4.7.2.8. Quy trinh 8: Quadn ly tai liéu va phan quyén chia sé

Poi twong

sé tiep.

STT| Ténbuéc M5 ta chi tiét o
thuc hién
T4 chire thu muc Trg?/ cae Tién lch > jl'ra_l liéu. 'I;ao cay thuq:_mgC -
1 L en nhicu cap (khdng gidi han cap con), tai 1én | Nguoi tao
& Taitép XA N .
nhiéu tép cung luc.
Ouin 1y Tai liéu Thuc hién céc thao tac: Mo xem tryc tiép, Doi
2 uan 1y "~ | tén, Di chuyén (kéo tha hoac chon cay thu muc | Chu s¢ hitu
cua toi . .
dich), Xoa.
Chon nguoi can chia sé (khong cho ty chia sé
Chia sé dich cho chinh mmh)‘._QuyA/ tac keAthua:,Chla‘ASe thu
% o | muc cha> Nguoi nhan ty dong co quyen truy N
3 |danh (K& thwa| .°° .~ RO | Chu sé hitu
uy2n) cap tqa_m b6 thu muc con va tgi_l Ilqu bén tropg,
g thu hoi cha > ty dong thu hoi toan bo nhanh
con.
Cong khai: Pua tai liéu vao nhom “Puoc chia
s€ voi t61” cua toan bo nguoi dung trong hé
Cong khai / Huay | thong. Huay cdng khai: Ngay lap tuc an tai liéu e e
4 R . T N . et X Chu sé htru
cong khai khoi tat ca nguoi dung khac, chi gitr lai quyen
cho chu s¢ hitu va nhiig nguoi duoc chia sé
truc tiep.
Ngudi nhan chi ¢é quyen: M xem tryc tiép
5 Khai thac Tai | trén web va Tai veé may tinh. Tuyét doi khoa | Nguoi dugc
liéu duogc chia sé | cac quyen: Stra, Boi tén, Di chuyén, Xoa, Chia chia sé

4.7.2.9. Quy trinh 9: Ky sé dién tir va xac thuc tai li¢u
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Péi twong

gian & Xuat tép

tab Tai liéu d ky.

STT| Ténbuéc M ta chi tiét -
thuc hién
Mg chirc néng ky sO trén tép PDF. H¢ thér)g Lanh dao don
1 Khaoi tao giao | hién thi vung Preview tai liéu, ho trg chuyén | vi/Lanh dao
dich ky so trang, phong to thu nho va xem tab Phu luc cdc | phong / Van
trang. thu
Chon mAu  chit | Chon mau chit ky tai tab Tily chon ky. Kéo tha | Lanh dao don
, o ) ~1 s 3k VIR PR T o ) V1/Lanhda0
2 | ky & Can chinh | chir ky dén vi tri can ky trén tai liéu, can chinh . b
L . . < phong / Van
Vi tri kich thudc phu hop.
thu
’ Véi chit ky Con dau: Hé théng tu dong chuén
Cau hinh Con | hoa kich thudc 3.6cm x 3.6cm va mé popup <
3 £ . . s an: Mia . 1A .k A Van thu
dau co quan xac nhan ky tai liéu: Hién thi dau moc, co
quan, thoi gian ky.
, VNPT SmartCA: Nguoi dung m¢ ung dung | Lanh dao don
4 Xac thuc ky so tur | trén dién thoai, kiém tra théng tin giao dich, | vi/Lanh dao
xa xac thuc bang ma PIN hogc FacelD/TouchID. | phong/ Van
FPT: Ky so truc tiep. thu / HT CA
. £ .. | Nhing chimg thu sé hop 1€, doi tén file thanh
5 |DPong dau thoi signed.[Tén_gbc].pdf. Tép da ky dugc lwuvao | Hé thdng

4.7.2.10. Quy trinh 10: Qudn ly phan quyén déng 3 cdp

Péi twong

quyén

théng ty dong tao nhém méi véi tén [Tén

STT| Ténbuéc MO ta chi tiét -
thuc hién
1 KhQi tao nhom | Nhap Tén‘ nhom q’uyén, M6 ta, Chon loai Quan tri hé
quyen nhom quyeén (Hé thong hoac Tuy chinh). thong
Thiét lap bat/tat theo 3 cip: Cap 1 (Menu
. .| chinh) -> Cap 2 (Tab/Menu con) -> Cép 3 A
2 TS'eétn 3!2'1(';0@1 phan (Thao tac chi tiét: Xem, Thém, Swua, Xoa, Qu;}%:]n he
auy P Export...). Neu tao méi > Hé thong tao nhém g
quyen loai Tuy chinh.
Nhan Ap dung tai dong nhém quyén > Mo
Ap dung quyén popup: cho phép tich chon ca Phong ban (tu Quan tri hé
3 theo cay t chic dong select all nhan vién trong phong) hoac théng
tich chon tu:ng c4 nhan. Pdng bo 2 chiéu: Cap
nhat ngay vao ho so ngudi ding.
4 | Nhan ban nhom Nhan Nhan ban tai nhdm quyén c6 sdn > Hé | Quan trj hé

thdng
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Péi twong

chuyén vé nhom quyén mic dinh “Nguoi
dung van phong di¢n tu”.

STT| Ténbuéc M ta chi tiét -
thuc hién
nhoém goc] Copy va giit nguyén toan bo cau
hinh quyén d¢é chinh stra nhanh.
Khoa khdng cho x6a nhém quyén Hé thong.
X6a nhém quyén KhJ xoa\nhonjn Tuy 2h1nh\: Nel% neuol dlfng Quan tri hé
5 A khong con nhom quyén nao khac > Tu dong X
an toan thong

4.7.2.11. Quy trinh 11: Quadn ly tai khodn va nhdp dir liéu tir excel

Poi twong

quyén mic dinh

mic dinh “Ngudi dung van phong dién tir” dé
dang nhap st dung ngay.

STT Tén buéc MO ta chi tiét ”
thuc hién
Nhap: Tén dang nhap (3-50 ky tu, khong dau
Tao méi i cach), M?t l,<hau v(tOI_AthIeu 8 ky tu hoa, Quan trj he
1 khoan don I& thuong, so, Ky tu dac b|qt), Ho tén, Phong ban, théng
Ch@c danh, Email, S6 dién thoai, Nhém
quyeén. Nhan Luu.
Bat/Tat ndt gat trang thai: Chuyén sang
Inactive >wtai khoan bi khoa déng nhap ngay
9 Quan ly vong (;i(‘wi lap tirc. BoI mat khﬁu:‘ Kiém tra khong duoc | Quan tri hé
& DBoi mat khau | trung véi 3 mat khau gan nhat. Canh bao dinh thong
ky: Sau 3 thang chua doi mat khau > H¢ thong
hien thi banner bat buoc doi mat khau.
Tai  mau & | Tai tép miu xlsx. Dién day du cac cot bat Quin trj he
3 | Chuan bi tép |budc: Ho tén, Chuc vy, Phong ban, Ngay sinh, théna
Excel Email, Dién thoai, Giéi tinh, Mat khau. ong
Tai file 1én: Hé thong kiem tra ting dong theo Ouin tri he
Nhap tép & Xem | tha ty vu tién 16i. Néu c6 16i > hién thi chit do A
4 : . . RS N thong / Hé
truge (Preview) | tai cot Trang thai va vo hiéu héa nut nhap; yéu thén
cAu nguoi dung sira lai ile. g
Khi dit ligu hop 1¢ 100%, nhan Nhap excel: Hé
Khoi tao hang | thong tu dong tao mai toan bo tai khoan, gén ’
5 |loat & Phén | trang thai Active va tu dong gan nhom quyen H¢ thong

4.7.2.12. Quy trinh 12: Qudn ly tai khodn ky sé va danh muc té chic
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Péi twong

STT| Ténbuéc M ta chi tiét -
thuc hién
Mo Quan tri hé thong > Tai khoan ky s6 > Tao
1 Khai bao tai | tai khoan. Chon Nha cung cap (VNPT/FPT), Neusi din
khoan ky so Nguoi dung, Tén tai khoan, Mat khau két noi g g
va Loai tai khoan (SYSTEM hoac USER).
Tai khoin SYSTEM: Dung ky s6 mic dinh
| (Con dau s6 t6 chirc do Van thu quan ly). Cho
5 Phan dinh co ché | phép khai bao nhiéu tai khoan System cho Ha thén
ky s6 nhiéu van thu. Tai khoan USER: Dung ky s6 > (nong
tuy chon (Chrx ky c& nhan cua Lénh
dao/Chuyén vién).
Tao mai phong ban, chinh stra tén, x6a phong
3 Quan ly danh | ban. Cung cap tinh ndng K¢éo va tha dé sap xep Neudi din
muc Phong ban th(r tu hién thi cta cac phong kgan trén toan hé & g
thong. Thém nhén vién truc tiep vao phong.
. . Khai tao danh séch chire danh (Truong phong,
4 | Quan I,y danh Chuyén vién...), hd trg kéo tha sap xép thir tu | Ngudi ding
muc Chuc danh R A ~
uu tién va gan vao ho so nhan su.
4.7.3. Phan tich ydu cdu chikc ning ciia phan mém

4.7.3.1. Cdc déi tweng tham gia vao quy trinh nghigp ve va méi lién hé gi@#a ching
(con ngwoi, cac ngueén luc, thiét bi phuc v cho xi ly nghiép vu, cac yéu to dong vai tro

hé trg khéc)
Phan
N R N A loai
TT | Tén tac nhéan MO ta tac nhan tAc
nhéan
C@n b6 quan ly CNTT duoc giao nhi@m vu quan tri hé
1 Quan tri hé théqg. Co tai khoan super admin dé thuc hién phan | Phuc
thong (QTHT) | quyen, quan ly nguoi dung, tai khoan nguoi dung, | tap
quan ly giao dién hién thi cua hé thong.
Tiép nhan van ban dén, vao sb vén ban dién tir, cap sd Phic
2 | Vanthu (VT) | dén/so di, quan ly tai khoan ky so6 con dau co quan,
L A A - 1% tap
phat hanh va phan luéng van ban.
3 | Lanh dao don | Xem xét toan bg van ban dén/di, thuc hién bit phé chi | Phuc
vi (LD bV) dao, giao nhi¢ém vy/cong viéc cap cong ty. tap
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Phén
TT | Tén tac nhan Mo ti tac nhan 02!
nhan
N Xem xét toan bo vian ban dén/di, thyc hién bat phé chi ,
Lanh dao S A A e v 1a A NN Phutrc
4 hong (LD P) dao, ky so phé duyét van ban phat hanh dién tu bang tap
phong SmartCA, giao nhiém vu/cdng viéc cap cong ty. :
Chuyén  vién T_|?p nqha}q vanban/cong vigc chAch_Aphan cong, thuic Phitc
5 hién xur ly nghiép vu, tao cong viéc lién quan, cap nhat
(CV) VA S U tap
ket qua va bao céo tien do.
Heé théng | Dich vu ngoai (VNPT SmartCA, FPT) tiép nhan yéu
, A A A . . 4 NP , Pon
6 | chung thuc s6 | cau ky so, xac thuc sinh trac hoc/PIN va cap ching ian
(HT CA) thur s vao tép PDF. g

4.7.3.2. Danh sach cac yéu cdu cia nguwoi ik dung

STT

Danh sach chic
nang

Mo ta yéu cau

TRANG CHU

1

Thay ddi giao dién trang chi

PHAN HE QUAN LY VAN BAN NOI BO

2

Vian ban dén

Thay ddi giao dién vin ban dén

Tim kiém van ban dén theo ti€u chi: Van ban chua doc

Panh dau di doc

Xem lich sir thay d6i vin ban dén

Xt Iy van ban dén bang chir ky dién tir

Tu dong tao s6 cong van dén (co thé xuét ra file excel khi can thiét
- b0 phan van thu khong ghi chép so bang tay)

Van ban dén co thong bao deadline (hién deadline, hién ) ngay
con lai, van ban da dugc xu 1y thi hién Da hoan thanh)

Khi m¢ van ban dén hién hinh danh cong van va thong tin van ban
dén cung chung mot man hinh

Trong danh muc nguoi ding theo don vi dé tén LD don vi 1én dau
danh sach

Van ban di

Thay ddi giao dién vin ban di

Tim kiém vian ban di theo tiéu chi: Van ban chua doc

Panh dau da doc

Xem lich sir thay doi van ban di

Xt Iy van ban di bang chit ky dién tir

Tu dong tao $6 cong van di (co thé xuét ra file excel khi can thiét
- b0 phan van thu khong ghi chép so bang tay)

23




STT

Danh sach chire
nang

M0 ta yéu cau

Vin ban di c6 théng bao deadline (hién deadline, hién s ngay con
lai, van ban da dugc xur 1y thi hién Pa hoan thanh)

Khi mé van ban di hi¢n hinh anh cong van va thong tin van ban di
cung chung mét man hinh

Phén xir 1y van ban di c6 thém phan phdi theo nhém

Vian ban di thém cft ngdy van ban

PHAN HE QUAN LY E-OFFICE

Cong viéc

Thay do6i giao dién cong viéc

Panh dau da doc

Cong viéc lién quan:

1. Tao cong viéc lién quan

2. Gan cong viéc lién quan

3. B6 chon cong viéc trude khi gan

4. Huy thao tac

5. Tim kiém cong viéc

6. Bo chon cong viéc 1ién quan sau khi da gan

Pon hanh chinh

Thay d6i giao dién don hanh chinh

Tim kiém don hanh chinh theo céc tiéu chi: Ngay tao, Ngay gui

Thém truong “Thoi gian” trong man hinh thém méi don hanh
chinh:

1. Bat budc nhap, cho phép chon Ngay jbét dé}l > Ngay két thuc
2. Sau khi chon khodng thoi gian, hé thong hién thi bang thong tin
theo tung loai hanh chinh: Dang ky cong tac, Dang ky nghi phep,
Ping ky di mudn vé som, Pang ky lam thém gid, Dang ky chdm
cbng bu

Thém phan “Chon cip duyét” trong man hinh thém méi don hanh
chinh:

1. Danh sach: Hién thi cac cép duyét loai Hanh chinh da ciu hinh
tai e-Office -> Quan trj e-Office -> Cap duyét

2. Ludng duyét: Hién thi day du cac budc, gom ngudi tao va cac
cap duyét; cap chua c6 nguoi duyét hién thi “Chua gan nguoi”

3. Nguoi duyét: Chi dugc chon khi cap duyét cho phép thay nguoi
xu ly; hién thi avatar, ho tén, cho phép x6a/chon lai

4. Kiém tra: Bat budc gan ngudi duyét cho cac cip yéu cau trude
khi tao phiéu

PHAN HE TIEN iC

H

Lich co quan

Thay d6i giao dién lich co quan

Xem danh sach lich co quan theo tirng don vi:

1. Hé thong hién thi danh sach cac don vi dudi dang tab (vi du:
Cong ty cd phan Cang Quy Nhon, Tong cong ty Hang hai Viét
Nam)

2. Mic dinh chon tab dau tién

3. Khi nguoi dung chon 1 tab khac, hé théng tai lai lich ctia don vi
tuong ung

Quan tri tién ich

CAu hinh cac don vi duoc hién thi trén man hinh Lich co quan
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Danh sach chire

STT 9 M0 ta yéu ciu
ning
8 Danh ba Thay ddi giao dién danh ba
Xuit file excel danh sach tit ca nguoi ding
9 Thong bao chung | Thay d6i giao dién thong bao chung
Tim kiém thong bao chung
Ghim théng béo
10 Tai liéu Tim kiém thu myc, tai liéu
Danh sach tai liéu
Tao thu muc / Téi file 1én
Chia sé tai liéu
Doi tén tai liéu
Di chuyén tai liéu
Cong khai / Huy cong khai tai li¢u
Xoa tai liéu
11 Ky s6 dién tir | Danh sach tai liéu di ky
Ky s6 tai lidu
Xoa tai liéu
Danh sach chit ky cua t0i
Tao chit ky mdi
Xoa chir ky
V | PHAN HE QUAN TRI HE THONG
12 Phin quyén Thay ddi giao dién phan quyén
Thém moi phan quyén - Nguyén tic diéu khién phan cap (Bat /
Tat):
1. M0 hinh 3 cap (Module -> Tab con -> Thao téc):
- Tat Cap 1 (Menu) -> An menu, tat & khoa toan by Tab con
(Cép 2) va Checkbox thao tac (Cap 3)
- Tat Céap 2 (Tab con) -> An tab, bo chon & khéa toan bo
Checkbox thao tac (Cép 3)
2. M6 hinh 2 cép (Chirc ning -> Thao tac):
- Tat niit gat chinh -> An chtrc nang trén menu, b chon & khoa
toan by Checkbox thao tac
Ap dung phén quyeén:
1. Gén nhleu nhom quyén: Mot ngudi dung co thé thude nhiéu
nhom quyen cung luc
2.Co che cong don: Quyen han thuc té 13 tong hop (hop nhit) toan
bd quyen tir cac nhom quyén dugc gan
3. Pong bo nguge vao hd so: Moi thao tac tich chon thém hodc bo
chon nguoi dung trén man hinh ap dung quyen s€ tu dong cap nhat
truc tiép vao truong “Nhom quyén” trong hd so tai khoan
13 Tai khoan Thay d6i giao dién tai khoan

Tim kiém tai khoan theo: Chitc danh
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Danh sach chire

STT < M5 ti yéu ciu
ning

Thém méi ngudi dung - Thém diéu kién vao cac truong thong tin:
1. Tén dang nhap: 3-50 ky tu, chi gom chit, s6 va , khong dau
cach, khong trung lap .
2.’ Mat khau: Toi thiéu 8 ky tu, bat budc g@m chit hoa, chir thuong,
s0, ky tu dac biét, khong chtra khoang trang
3. Nhém quyén: Chon tir danh muc phén quyén (cho phép chon
cung lic mot hodc nhiéu nhém quyén)
Thém méi nguoi ding bang cach nhap file excel: Tao m6i hang
loat tai khoan nguoi dung tur file Excel, tiét kiém thoi gian nhéap
li¢u thu cong va dam bdo dir li¢u dugc kiém tra trudce khi luu
Doi mat khau dinh ky 3 thang/lan: 7 ,
1. H¢ thong kiém tra thoi gian ke tir 1an do6i mat khau gan nhat
2. Néu qua 3 thang, hién thi banqer thong bao: “Mat khau ctia ban
da qué han. Vui long d61 méat khau”

14 | Taikhoan ky s6 | Danh sach tai khoan ky s6
Thém méi tai khoan ky sd
Chinh sira tai khoan ky s
X6a tai khoan ky sd

15 Thay d6i giao dién danh muc phong ban

16 Thay d6i giao dién danh myc chirc danh

4.7.3.3. Phan tich va mé td chizc ning phan mém
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

STT | Tén Use Case . A Ma UC Ve Mo " NN SRR o
(Hign trang) Mo ta Use Case (Hién trang) Néng ¢ ap rqncggll)ang Noi dung Nang cap / M¢ rong (Chi tiét)
| | TRANG CHU
1 | Trang chu MRW.1 Thay d6i giao dién trang chu
Il | PHAN HE QUAN LY VAN BAN NOI BQ
1. Tim kiém van bén Qén theo cac tiéu chi: S&
hi€u, Trich yéu, SO dén, Ngay dén, Ngay ban
hanh, Nguoi ky, Co quan ban hanh
2. Danh sach van ban dén
3. Xuat dir li€u van ban ,dén
Quin Iy vin bin 4. Thém moi van ban dén i )
2 | anly v 5. Xem chi tiét van ban dén MRW.2 | Viin ban dén | Thay déi giao dién vin ban dén
dén . s 12 A
6. Chinh stra van ban dén
7. X6a van ban dén,
8. Xu ly van ban dén )
9. Tao cong vi€e tur van ban dén ’
10. Bang y kién trong man hinh xem chi tiét
van ban dén
MRW 3 Tim kiém van ban dén theo ti€u chi: Van ban
chua doc
MRW.4 Déanh dAu da doc
MRW.5 Xem lich str thay d6i vin ban dén
MRW.6 Xir ly vin ban dén bang chit ky dién tir
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

STT | Tén Use Case o " Ma UC UC Mo o A A e o
(Hign trang) Mo ta Use Case (Hién trang) Néng ¢ ap rqncggll)ang Noi dung Nang cap / M¢ rong (Chi tiét)
Tu dong tao sé céng van dén (co thé xuét ra
MRW.7 file excel khi can thiét - by phén van thu khong
ghi chép so bang tay)
Vin bin dén co thong bao deadline (hién
MRW.8 deadline, hién s ngay con lai, van ban da duoc
Xt 1y thi hién Da hoan thanh)
Khi mé van ban dén hién hinh anh c6ng van va
MRW.9 thong tin van ban dén cung chung m{t man
hinh
Trong danh muc ngudi ding theo don vi dé tén
MRW.10 LD don vi Ién dju danh séch
1. Tim }(iém van ban di theo cac tiéu chi: Trich
yeu, SO hi¢u, Nhom s6 van ban, S6 Ve“tqn ban,
Ngay ban hanh, Loai van ban, Do khan, B0
phan du thao, Nguoi ky
2. Danh sach van ban di
. Xuat dir liéu van ban di
3 | Quin Iy vin bin @i | + [hém mi van ban di MRW.11 | Vinbandi | Thay dbi giao dién vin ban di

. Xem chi tiét vin ban di

. Chinh stra van ban di

. X0a van ban di

. Xu ly van ban di

. Tao cong viéc tir vin ban di10. Pang y kién
trong man hinh xem chi tiét vin ban di

O 0 N O L AW
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

STT | Tén Use Case A ox A M& UC Uc Mo A A . A .
(Hign trang) Mo ta Use Case (Hién trang) Néng ¢ ap rqncggll)ang Noi dung Nang cap / M¢ rong (Chi tiét)

MRW 12 Tim kiém van ban di theo ti€u chi: Van ban
chua doc

MRW.13 Dénh diu da doc

MRW.14 Xem lich str thay d6i vin ban di

MRW.15 Xir 1y van ban di bang chir ky dién tir
Tu dong tao $6 cf)ng van di (co thé xuét ra file

MRW.16 excel khi can thi€t - by phén van thu khong ghi
chép so bang tay)
Vian ban di c6 thong bao deadline (hién

MRW.17 deadline, hién s ngay con lai, van ban da duoc
xu ly thi hién Da hoan thanh)

MRW 18 Khi m¢ van ban di hién hinh 4nh cong van va

' thong tin van ban di cung chung mdt man hinh

MRW 19 Pha,ln xtr ly van ban di c6 thém phan phdi theo
nhom

MRW.20 Van ban di thém cdt ngay van ban

111 | PHAN HE QUAN LY E-OFFICE
1. Tim kiém cong viéc theo cac ti€u chi: Noi
dung, Trang thai, Ngay bat dau, Ngay két thuc, i
4 | Quan ly cong viéc | Nguoi tao, Nguoi xu 1y, Cong viéc uvu tién, | MRW.21 Cong viéc Thay do6i giao di¢n cong viéc

Cong vi¢e chua doc
2. Danh sach cong viéc
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

o x UC Mé
STT 'E:Iri]éLIJlsti ;lags)e Mo ta Use Case (Hién trang) Nl\a‘:ljgucgp r@ncgglll)ﬁng Noi dung Nang cip / Mé rong (Chi tiét)
3. Thém moi cong viéce
4. Xem chi tiét cong viéc
5. Chinh stra cong viéc
6. Thém nguoi
7. Xem lich sir thay doi
8. Xuat file PDF noi dung cong viéc
9. Xba cong viéc
10. Cap nhat trang thai (Hoan thanh / Chua
hoan thanh)
11. Panh déu cong viéc wu tién
12. Pang ¥ kién trong man hinh xem chi tiét
cong viéc
MRW.22 Dénh diu da doc
Cong viéce lién quan:
1. Tao cong viéc lién quan
2. Géan cong viéc lién quan
MRW.23 3. B0 chon cong viée trude khi gan
4. Huy thao tac
5. Tim kiém cong viéc
6. Bo chon cong viéc lién quan sau khi da gan
1. Tim kiém don hanh chinh theo céc tiéu chi:
. \ Ti€u d¢, Loai, Trang thai
Quan 1y don hanh | 5 "n /1 s4ch don hanh chinh Pon hanh N N
5 (cil;nclgpva phé duyét 3. Thém méi don hanh chinh MRW.24 chinh Thay d6i giao dién don hanh chinh

4. Xem chi tiét don hanh chinh
5. Chinh stra don hanh chinh
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STT

Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

Tén Use Case
(Hién trang)

Mo ta Use Case (Hién trang)

Ma uC
Nang cap

UC M¢&
rong/nang
cap

Noi dung Nang cip / Mé rong (Chi tiét)

6. Chinh stra nguoi theo doi
7. Xo6a don hé.l’lh, chinh
8. Duyét, Tur chdi don hanh chinh

MRW.25

Tim kiém don hanh chinh theo cac tiéu chi:
Ngay tao, Ngay gtri

MRW.26

Thém trudong “Thoi gian” trong man hinh thém
m&i don hanh chinh:

1. Bit budc nhép, cho phép chon Ngay bt dau
-> Ngay két thic

2. Sau khi chon khoang thoi gian, hé thong
hién thi bang thong tin theo timg loai hanh
chinh: Pang ky cong tac, Dang ky nghi phép,
Ping ky di muon vé som, Pang ky lam thém
gio, Pang ky cham cong bu

MRW.27

Thém phan “Chon cap duyét” trong man hinh
thém md&i don hanh chinh:

1. Danh sach: Hién thi cac cap duyét loai Hanh
chinh di c4u hinh tai e-Office -> Quan tri e-
Office -> Cap duyét

2. Ludng duyét: Hién thi ddy dii cac bude, gom
ngudi tao va cc cip duyét; cip chua co ngudi
duyét hién thi “Chwa gan ngudi”

3. Nguoi duyét: Chi duoc chon khi cép duyét
cho phép thay nguoi xur 1y; hién thi avatar, ho
tén, cho phép xda/chon lai
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

STT “ ~ UC M¢& ) )
Il?lrilétlistig]ags)e Mo ta Use Case (Hién trang) Nl\a‘:ljgucgp rong/nang No0i dung Nang cap / Mé rong (Chi tiet)
. . cﬁp
4. Kiém tra: Bat budc gan nguoi duyét cho cac
cap yéu cau trude khi tao phiéu
IV | PHAN HE TIEN iCH
1. Chon tuin
Quin Iy lich co 2. Thém méi lich co quan »
6 Jl;: y 3. Xem chi tiet lich co quan MRW.28 | Lich co quan | Thay doi giao dién lich co quan
d 4. Chinh stra lich co quan
5. Xoa lich co quan
Xem danh sach lich co quan theo ting don vi:
1. H¢ thong hién thi danh sach cac don vi dudi
dang tab (vi du: Cong ty c6 phan Cang Quy
MRW.29 Nhon, Téng cong ty Hang hai Viét Nam)
2. Mac dinh chon tab dau tién )
3. Khi nguoi dung chon 1 tab khac, hé thong
tai lai lich cua don vi tuong ing
Quan tri tién CAu hinh cac don vi duoc hién thi trén man
MRW.30 ich hinh Lich co quan
7 | Quan ly danh ba Khai thic va tra clru danh ba cong ty MRW.31 Danh ba Thay ddi giao dién danh ba
MRW.32 Xuit file excel danh sach tat ca nguoi ding
1. Bang thong bdo chung
et vA .| 2. Danh sach thong bao chung A .
8 3::;1; ly thong bao 3. Xem chi tiét thong béo chung MRW.33 Thcohnugnzao Thay d6i giao dién théng bao chung

4. Chinh stra thong bao chung
5. Xba thdng bao
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

STT Ig?egstiglﬁ)e Mo ta Use Case (Hién trang) Nl\éljgtigp r(fgl(cég?;g Noi dung Nang cé"lp / Mé rong (Chi tiét)

MRW.34 Tim kiém thong bao chung
MRW.35 Ghim thong béo
MRW.36 Ti lidu Tim kiém thu muyc, tai liéu
MRW.37 Danh sach tai liéu
MRW.38 Tao thu muc / Tai file 1én
MRW.39 Chia sé tai liéu
MRW.40 Doi tén tai lidu
MRW.41 Di chuyén tai liéu
MRW .42 Cong khai / Huy cong khai tai li¢u
MRW.43 Xba tai liéu
MRW.44 | Ky s6 dién tir | Danh sach tai liéu di ky
MRW.45 Ky s6 tai lidu
MRW.46 X6a tai liéu
MRW. .47 Danh séch chit ky cua to6i
MRW.48 Tao chit ky méi
MRW.49 Xéa chit ky

V | PHAN HE QUAN TRI HE THONG

9 Quin 1y phan | 1. Danh sich phan quyén MRW.50 Phan quyén | Thay doi giao dién phan quyén

quyen

2. Chinh stra phan quyén
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STT

Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

Tén Use Case
(Hién trang)

Mo ta Use Case (Hién trang)

Ma uC
Nang cap

UC M¢&
rong/nang
cap

Noi dung Nang cip / Mé rong (Chi tiét)

3. X6a phan quyén ‘
4. Nhan ban phan quyén

MRW.51

Thém mdi phan quyen Nguyén tic diéu khién
phan cép (Bat / Tat)

1. M6 hinh 3 cap (Module -> Tab con -> Thao
tac):

- Tat Cap 1 (Menu) -> An menu, tit & khoa
toan bo Tab con (Cap 2) va Checkbox thao tac
(Cép 3) |

- Tat Cap 2 (Tab con) -> An tab, bo chon &
khoa toan by Checkbox thao tac (Cép 3)

2. M6 hinh 2 cép (Chirc ning -> Thao tac):

- Tat nat gat chinh -> An chiic ning trén
menu, bé chon & khoa toan bd Checkbox thao
tac

MRW.52

Ap dung phan quyén:

1. Gan nhiéu nhém quyen Mot nguoi dung cod
thé thudc nhiéu nhom quyen cung luc

2. Co ché cong don: Quyén han thyc té 13 tong
hop (hop nhat) toan bd quyén tir cac nhoém
quyen duoc gan

3. Pdng bd nguoc vao hd so: Moi thao tac tich
chon thém hodc b6 chon nguoi dung trén man
hinh ap dung quyén s& tu dong cap nhat truc
tiép vao truong “Nhom quyén” trong hd so tai
khoan
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STT

Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

Tén Use Case
(Hién trang)

Mo ta Use Case (Hién trang)

Ma uC
Nang cap

UC M¢&
rong/nang
cap

Noi dung Nang cip / Mé rong (Chi tiét)

10

Quan ly tai khoan

1. Tim kiém tai khoan theo cac tiéu chi: Tén,
ID, Phong ban, Trang thai

2. Danh sach tai khoan

3. Stra thong tin nguoi dung

MRW.53

Tai khoan

Thay d6i giao dién tai khoan

MRW.54

Tim kiém tai khoan theo: Chitc danh

MRW.55

Thém moi ngudi dung - Thém diéu kién vao
cac truong thong tin:

1. Tén dang nhap: 3-50 ky tu, chi g@)m chit, sb
va_, khong dau cach, khong tring lap

2. Mat khau: Téi thiéu 8 ky tu, bat budc gom
chir hoa, chir thuong, s, ky tu dac bi¢t, khong
chira khoang tring

3. Nhém quyén: Chon tir danh muc phan quyén
(cho phép chon cuing lac mot hodc nhiéu nhom
quyén)

MRW.56

Thém méi ngudi ding bang cach nhap file
excel: Tao mé&1 hang loat tai khoan nguoi dung
tir file Excel, tiét kiém thoi gian nhap li¢u thu
cong va dam bao dir liéu duoc kiém tra truéc
khi luu

MRW.57

Do6i mat khau dinh ky 3 thang/lan:

1. Hé théng kiém tra thoi gian ké tir 1an d6i mat
khau gan nhat

2. Néu qué 3 thang, hién thi banner thong béo:
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Hién trang Phan mém hién c6

Noi dung ning cAp/Mé rong

chirc danh

. Chinh stra chirc danh

STT | Tén Use Case o o Ma UC UC Mo ~ A% A L
(Hign trang) Mo ta Use Case (Hién trang) Néng ¢ ap rqncggll)ang Noi dung Nang cap / M¢ rong (Chi tiét)
“Mat k}léu cua ban da qua han. Vui long doi
mat khau”
MRW.58 | L& KON K panh sich tai khoan kg s6
MRW.59 Thém méi tai khoan ky sb
MRW.60 Chinh sira tai khoan ky 6
MRW.61 X6ba tai khoan ky sd
1. Danh sach phong ban
2. Thém moi phong ban
11 gﬁ‘::g ¥ danh myc y ?ﬁ%rﬁeﬁhgf\f}’églen thi phong ban MRW.62 Thay d3i giao dién danh muc phong ban
5. Chinh stra phong ban
6. X6a phong ban
1. Danh sach chirc danh
Quin Iy danh m 2. Tl,lém’m('yi chirc d;lnh i
12 | <uan ly €anh muc | 5 gip xép thir tw hién thi chirc danh MRW.63 Thay ddi giao dién danh muc chirc danh
4
5

. X6a chtrc danh
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4.7.4. C&c yéu cau phi chitc ning
4.7.4.1. Y&u cdu can ddap irng doi Véi co sé dir ligu
4.7.4.1.1. Y8ucduvé ning luc quan ly va quy mé di ligu

Kha ning quan ly dit liéu 16n: CSDL phai ¢6 kha ning quan ly khéi luong dix liéu vira
va lén, dap ung su ting trudng dung lugng dit liéu lién tuc theo thoi gian ma khong lam
suy giam hiéu nang hé thong.

Hb tro giao dich dong thoi I6n: Bam béo kha nang xir 1y truy xuat dong thoi cho toi
thieu 100 — 150 nguoi dung tai thoi diém cao diém (CCU) ma khong xay ra tinh trang tac
nghén (deadlock) hoac treo hé thong.

Luu trit di ligu da dang: H tro luu trir higu qua dir liéu cdu triic (thong tin van ban, ho
so cong viéc, nhat ky phan quyen, tai khoan) va dix liéu ban cau tric/tép tin dung luong 16n
(BLOB/CLOB) nhu hinh anh chir ky, con dau, noi dung ban tin XML/JSON.
4.7.4.1.2. Y&u cdu vé tinh toan ven, tin cdy va tuan thai thuge tinh ACID

Tuan tha chuan ACID: CSDL phai tuan thi nghiém ngat 4 thuoc tinh ACID:

o Tinh nguyén t6 (Atomicity): bam bao mét giao dich (transaction) dugc thuc hi¢n
hoan tat 100% hoic huy bé toan bo néu xay ra 16i.

o Tinh nhét quan (Consistency): Dix liéu luén ,chuyén tur trang thai hop 1€ nay sang
trang thai hop 1€ khac theo ding cac rang budc hé thong.

o Tinh c6 lap (Isolation): Céc giao dich dong thoi dugc xu 1y doc lap, khong lam sai
Iéch dir liéu ctia nhau.

o Tinh bén viing (Durability): Két qua giao dich da duoc ghi nhan thanh cong s& luu
trit vinh vién, khong bi mat mat ngay ca khi xay ra su c6 phan cirng hoic mat dién dot ngot.

Toan ven dir liéu: Rang bugc chat ché khoa chinh (Primary Key), khda ngoai (Foreign

Key), cac quy tic rang buoc (Check Constralnts) va Trigger dé dam bao khong bj tring lap,
thiéu hut hay mau thuan dir liéu giira cac bang nghiép vu.

4.7.4.1.3. Y&u cdu vé an toan thong tin, bdéo mdt va phan quyén truy cap

Phéan quyén truy cap da cip: HS trg co ché kiém soat truy cap dua trén vai tro (Role-
Based Access Control - RBAC), phan quyén chit ché den cap bang (Table), khung nhin
(View) va thu tuc (Stored Procedure). Tuyét dbi khong cap quyeén truy cap truc tiép vao
CSDL cho ngudi dung cudi.

Ma héa dir Iiéu:v H trog ma hoa dir liéu khi luu trix (Data at Rest) ddi véi cac théng ti,n
nhay cam (mat khau nguoi ding, thong tin tai khoan ky so) va ma hoa duong truyen ket
noi gitta May chu Ung dung va May chu CSDL (Data in Transit).

Ghi nhat ky gidm sat (Audit Logs): CSDL phai c6 tinh nang ghi nhan ty dong toan bo
lich str thao tac dix lieu (Thém, Swa, Xoa, Truy van dir liéu nhay cam), ghi nhén dia chi IP,
tai khoan thyc hién va méc thoi gian dé phuc vu cong tac truy vét sy ¢b an toan thong tin.

4.7.4.1.4. Y&u cdu vé chiasé, lién thong va chudn hda di liéu

BO mé ky ty tiéng Viét: Bat bugc st dung bo ma ky tu UTF-8/ Unicode tuan tha TCVN
6909:2001, dam bao hién thi va luu trir chinh xac tieng Viét c6 dau trén toan hé thong.

Kha ning két n6i ma: CSDL phai cung cap cac trinh két néi tiéu chuan (JDBC, ODBC),
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cho phép tang Backend két ndi d& dang va tuong thich véi cac API chia s¢ dir liéu theo
chuan RESTful (JSON/XML) phuc vu lién thdng vei hé thong ERP, Quan ly Nhan sy va
Nén tang di liéu dung chung VIMC.

4.7.4.15. Y&u cdu vé tinh sin sing, sao lwu va phuc hoi di# ligu

Co ché sao luu tw dong: CSDL phai cung cap cong Cu tu dong hoa cong tac sao luu dir
liéu theo ké hoach (Sao luu day du - Full Backup hang tuan; Sao luu ting tién - Incremental
Backup hang ngay).

Kha nang phuc hoi sy ¢6 (Disaster Recovery): Cho phép phuc hoi dir ligu vé chinh xac
moc thoi gian trudc khi xay ra su ¢o (Point-in-time Recovery), kiém tra tinh toan ven caa
ban sao luu tu dong ma khéng lam anh huong dén hoat dong thuc te.

Tuong thich ha ting 40 hda: CSDL phai twong thich hoan hao va van hanh 6n dinh trén
ha tang may chu do héa tai Trung tam dix liéu Cang Quy Nhon, san sang twong thich voi
moi trrong ha tang mang ho trg giao thic 1PV6.

4.7.4.2. Y@u cdu vé bdo mdt va an toan thong tin

47.4.2.1. Y8u cdu vé Xac thwe ngwoi ding va Qudn ly truy cdp (Authentication &
Access Control)

Chinh sach mat khau an toan: Mat khau dang nhap phai c6 d6 dai téi thiéu 8 ky tu, bat
budc bao gdbm chit hoa, chir thuong, chir s6 va ky tu dac biét. Hé thdng bat budc nguoi
dung d6i mat khau dinh ky 3 thang/lan; kiém tra lich st khong cho phép dat tring vai 3
mat khau gan nhat.

Khoa tai khoan ty dong: Tu dong khoa tam thoi tai khoan néu dang nhp sai qué s6 lan
quy dinh (vi du: 5 lan lién tiép) nham chong lai cac dot tan cong do quét mat khau (Brute-
force).

Kiém soét phién lam viéc (Session Management): Tu dong ngat phién ding nhap
(Timeout) khi ngudi dung khong thao tac trén hé thong trong mot khoang thaoi gian cau
hinh (vi du: 15 — 30 phat).

Quan ly phan quyén dong 3 cap (RBAC): Kiém soét truy cap chat ché dya trén vai tro
theo mo hinh 3 cap (Cap 1 Menu — Cép 2 Tab — Cép 3 Thao tc). Ty dong thu hoi quyen
han khi tai khoan chuyén sang trang thai Inactive.

4.7.4.2.2.  Yéu cau vé An toan truyén tai va Luwu triv die liéu (Data Security)
Bao mat duong truyén (Data in Transit): Toan bo luu luong trao d6i dit liéu giira thiét

bi nguoi dung (PC, Smartphone, Tablet) va méy chu bat bugc ma héa bang giao thuc
HTTPS (TLS 1.2/1.3). Céc luong truyén tép tin qua mang str dung giao thirc SFTP / FTPS.

Bao mat dit li¢u Iuu trir (Data at Rest): Ma hda cac dit lieu nhay cam trong CSDL (mat
khau nguoi dung duge luu dudi dang bdm mot chicu co salt (berypt/Argon2), khong luu
mat khau dang r6, thdng tin két noi tai khoan ky so SmartCA).

Toan ven tép tin van ban: Cac van ban sau khi ky s6 duoc nhing chimg thu s6 hop 18,
dong dau thoi gian (Timestamp) va Iuu trd ¢ dang tép PDF da dong veét
(signed.[Tén_goc].pdf), ngan chan moi hanh vi chinh stra hoac can thiép trai phép noi dung
tép tin.
4.7.4.2.3. Yeu cau vé An toan #ng dung va Chéng tdn cong maeng (Application
Security)
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Phong chéng cac 156 hong bao mat phé bién (OWASP Top 10):

o Chdng SQL Injection: Bit buoc ma hda/ra soat toan bo cau lénh truy vin CSDL
(Str dung Prepared Statement / ORM).

o Chédng Cross-Site Scripting (XSS) & CSRF: Kiém tra, lam sach dit liéu dau vao
(Input Sanitization) va ma hoa dit liéu dau ra (Output Encoding); st dung token xac thuc
CSRF cho céc thao tac ghi/sua dit liéu.

o Kiém soét tai tép tin (File Upload Security): Kiém tra nghiém ngit dinh dang tép
tin, kich thudc t6i da va quét ma doc trude khi luu trit; tuyét doi khong cho phép thuc thi
truc tiep cac tép tin tai 1én may chu.

Phan ving bao vé: Trién khai qua may chu trung gian (Reverse Proxy) va Tuong lua
ung dung Web (WAF) ¢ ving DMZ dé che giau hoan toan dia chi IP thuc cua vung may
chu Backend va Co s& dir liéu.

47.4.2.4. Yéu cau vé Nhat ky h¢ théng va Giam sat an ninh (Audit Logging &
Monitoring)
Ghi nhat ky thao tac chi tiét (Audit Trail): Hé thong phai ty dong ghi vét va luu trit nhat
ky toi thiéu 12 thang doi vai cac sy kién:
o Ding nhap, dang xuét, dang nhap that bai, d6i mat khau.

o Céc thao tac thém, sira, x6a, phé duyét van ban, ky sb, phan quyén va xuét/nhap
dur liéu Excel.

o Thong tin nhat ky bat bugc gom: Thai gian thyc hién (Timestamp), Tai khoan thuc
hién, Dia chi IP, Hanh dong va Két qua (Thanh céng/That bai).

Chong chdi bo (Non-Repudiation): Str dung Chir ky s6 ca nhan/to chire (SmartCA, PKI)
cho cac luong phé duyét va phat hanh van ban, bao dam tinh phap ly va chong choi bo
trach nhiém ctia nguoi thuc hién.

4.7.4.25. Yéu cdu vé Tuan thi phap ly an ninh mang

Tuan thi quy dinh Nha nudc: Hé thong phai dap tmg day du cac tiéu chi an toan théng
tin theo Luat An ninh mang s6 116/2025/QH15, Nghi dinh s6 331/2026/NB-CP vé bao vé
an ninh mang ddi voi Hé thdng théng tin va cac tiéu chuan k§y thuat vé an toan théng tin
quy dinh tai Thong tu 39/2017/TT-BTTTT.

4.7.4.3. CAc yéu cdu can ddp ieng vé thei gian xi Iy, dé phirc tap xi¢ Iy ciza phan mém
4.7.4.3.1. Yéu cau vé thei gian xi ly (Response Time & Performance)

Hé thdng phai dugc tdi wu hoa & ca tang Frontend (ReactJS), Backend (Java Spring
Boot) va Database (Oracle) dé dat cac mdc thoi gian xt Iy chuan nhu sau:

Thoi gian tai trang chinh & Tra cizu danh séch:

o Thoi gian hién thi giao dién trang chu (Dashboard) va cic man hinh danh sach vin
ban/cong viéc/thdng bao: < 2.0 gidy trong diéu kién truy cap mang tiéu chuan.

o Thai gian phan hoi cho cac thao tac tim kiém, loc dit liéu co ban (theo trich yéu,
so hiéu, loai van ban, trang thai, nguoi tao): < 1.5 giay.

Thoi gian xu ly giao dich nghiép vu:
o Thao tac khaoi tao mai, cap nhat, chinh stra hoac x6a dir liéu (Van ban, Cong viéc,

39



Pon hanh chinh, Lich co quan, Thong bao): < 1.5 giay.

o Thao tac luan chuyén vin ban, bat phé chi dao, phan cong céng viéc, phé duyét/tir
choi don hanh chinh: < 2.0 giay.

o Thao tac giri thong bao ddy (Push Notification/Bell) toan hé thdng khi phét sinh
su kién mai: < 1.0 gidy.
Thoi gian xiz Iy tép tin & Ky sé dién tir:
o Thoi gian tai 1én (Upload) va mé xem truc tiép (Preview) tép PDF vin ban dinh
kém c6 dung lugng chuan (< 10 MB): < 3.0 gidy.

o Thai gian gui y8u cau xac thuc va thuc hién Ky s tir xa (VNPT SmartCA / FPT
CA) hodc dong dau moc dign tu: < 5.0 gidy (khong bao gom thoi gian thao tac xac thuc
FacelD/PIN cua nguoi dung trén thiét bi di dong).

o Thoi gian doéng ddu thoi gian (Timestamp) va tao tép PDF dd ky chuan
signed.[Tén_goc].pdf: < 3.0 giay.

Thoi gian Xudt/Nhdp dir liéu hang logt (Import/Export Engine):

o Thoi gian doc, kiém tra 15i dir liéu (Preview) va khéi tao hang loat tai khoan nguoi
dung tur tép Excel (100 — 500 dong): < 5.0 giay.

o Thoi gian két xuat cac bao céo, S6 cong vin dén/di, danh muc tai khoan ra file
Excel/PDF: < 5.0 giay dbi vai tap dit lidu dudi 5.000 ban ghi.

4.7.4.3.2. Y@u cau vé dé phirc tap xir Iy ciia phan mém (Processing Complexity)

Phan mem phai xir ly muot ma céc bai toan nghiép vu phuc tap, da tién trinh va tinh
toan cong don quyen han ma khdng gay nghén hé thong:

Xt Iy Pong co luong quy trinh (Workflow Engine):

o Xir Iy dinh tuyen luong duyét dong da cap doi voi Don hanh chinh va Vin ban
trinh ky. Cho phép r& nhanh quy trinh linh hoat dya trén cau hinh cap duyeét, loai don hoac
don vi xtr ly ma khéng phai stra d6i ma nguon.

o Kha ning quan ly va theo ddi chinh xac cac luong cong viéc lién quan (cay cong
viéc cha - con, gan/bo gan viéc lién quan, huy thao tac).

Xz ly thudt todn Phan quyén dong 3 cdap & Hop nhat quyén:
o Hethong &p dung md hinh phan quyén 3 cap (Module — Tab con — Thao tac chi
tiet).

o Thuat toan hop nhat (cong don) quyen: Khi mot tai khoan dugc gén cling ltc nhiéu
nhom quyen, Backend phai tinh toan nhanh hop bu (Union) toan bg cac tap quyen trong
thoi gian thuce dé xac dinh diing quyén han thuc té ma khong lam ting d6 tré khi chuyén
trang.

o Xt Iy nguyén tic diéu khién phan cap tu dong (Tat Menu cha — ty dong khda/an
toan bo Tab con va Checkbox thao tac con).

Tinh toan Deadline & Cdnh béo trang thai tu dong:

o Tu dong tinh todn s6 ngay con lai theo thoi gian thuc ddi véi cac van ban/cong
viéc c6 thiet 1ap han hoan thanh (Deadline).
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o Tu dong kich hoat trang théi canh bao (Sap hét han, Qué han, P hoan thanh) va
day thong bao nhac nh¢ dén dung doi tuong xir 1y chinh va nguoi theo doi.

Xt Iy dong thoi (Concurrency & High Throughput):

o Dap ing kha nang xir ly dong thoi cho 100 — 150 ngudi ding tai thoi diém cao
diém (CCU) thuc hién cac thao tac doc/ghi/ky s6 cung ldc.

o Té,ng Database va Backend phai dugc cdu hinh ‘Connection Pool, Caching va
Indexing toi vu dé ngan ngura hoan toan hién twong khoa chét dir liéu (Deadlock) hay nghén
b6 nho.
4.7.4.4. CAcyéu cau vé cai dit, ha tdng, dwong truyén, an toan vé@n hanh, khai thac, si
dung
4.7.4.4.1. Cé&cyéu cdu Vvé cai dit, hg tang, dwong truyén, an toan van hanh, khai thac,
s dung

Nham bao dam phan rr]ém Van phong dién tu (PO) sau khi nang cap duoc dua vao trién
khai thuanq Iqi,‘van hanh on dinh, an toan,va phat huy toi da hiéu qua khai théc sur dung ta‘i
Cong ty c6 phan Cang Quy Nhon, h¢ thong phai dap ung day du cac yéu cau kg thuat ve
ha tang, dwong truyén va quy trinh van hanh nhu sau:

Yéu cdu vé Cai dit va Méi trwong trien khai
Tan dung t6i da ha tang hién cd: Hé thng duoc cai dat va van hanh truc tiép trén ha

tang may cha ao hoa (VMware / Hyper-V) tai Trung tam dix liéu cua Cang Quy Nhon, bao
dam khong gay lang phi dau tu phan ciing mai.

MBoi trudng trién khai chuan héa:

o May chu Web/App: Hb trg cai dat trén cac hé diéu hanh may chu théng dung
(Linux Ubuntu Server / RedHat Enterprise Linux / Windows Server) c¢6 cai dat moi truong
Java Runtime Environment (JRE/JDK 17 tr¢ Ién).

o May chu Co s¢ dir ligu: Cai dat Hé quan tri CSDL Oracle (hodc tuong duong) trén
phé&n vung may chu riéng biét.

o Moi truong kiem thur (Staging): Nha thau phai thiét 1ap mot moi truong kiem
thir/van hanh thu gia lap doc 1ap véi moi truong chay chinh thue (Production) dé phuc vy
cong tac kiem thir UAT, OAT va dao tao nguoi dung.

Quy trinh cai dat & Pong goi: Phan [ném phai duoc dong goi thanh céc bg cai dat hoan
chinh (hoac Container Docker), cung cap day du tai liéu huéng dan cai dat, cau hinh tham
so hé thong va kich ban khoi phuc khi ¢c6 su co.

Y&u cdu vé Hg tdng may chi va Puwong truyén mang

Ha tang may chu ao héa: Hé thong 40 héa may chu phai bao dam phan bé linh hoat tai
nguyén (vCPU, RAM, Storage) theo dung tinh toén Sizing (nhu da quy dinh tai Muc 4.4),
ho tro co ché tu dong cén tai (Load Balancing) va du phong 16i (Failover).

Bing théng dudng truyén mang:

o Mang noi by (LAN/Intranet): Bang thong két ndi mang LAN tai tru s¢ Cang dat
toi thieu 100 Mbps / 1 Gbps dén may chu dé bao dam toc do truyen tai tép van ban dinh
kém nhanh chong.

o Duong truyén Internet: Két ndi Internet tbc do cao (téi thiéu 100 Mbps) c6 IP tinh
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phuc vu Ban Lanh dao diéu hanh tir xa qua thiét bi di dong, ddng thoi bao dam két ndi API
on dinh téi cac dich vu ky so tir xa (VNPT SmartCA, FPT CA) va Truc chia sé dit liéu
VIMC.

Tinh sin sang vai IPv6: Toan bo ha tang mang, thiét bi dinh tuyén va tng dung phai san
sang hoat dong song song trén ca hai giao thuc IPv4 va IPv6.

Y&u cdu vé An toan vin hanh va Sao luu dii liéu

Van hanh lién tuc (24/7): Hé thong phai hoat dong on dinh, lién tuc 24 gio/ngay va 7
ngay/tuan. Do san sang toi thiéu caa hé thong dat 99.96% (khong tinh thoi gian bao tri dinh
ky da bao trudc).

Chinh sach sao luu va Phuc hoi (Backup & Disaster Recovery):

o Tu ddng sao luu CSDL dinh ky (Full Backup hang tuan, Incremental Backup hang
ngay) va sao luu tép tin van ban dinh kém.

o Luu trit cac ban sao Iuu an toan tai may chu Backup riéng bi¢t (Local Backup) va
¢6 co ché luu trir ngoai tuyén/khac vung (Offsite Backup).

o Thoi gian khoi phuc dir liéu hé théng khi gap su cé (RTO - Recovery Time
Objective) < 4 gio; mirc d6 mat mat dir liéu toi da cho phép (RPO - Recovery Point
Objective) < 1 gio.

Giam sat hé théng (System Monitoring): Cung cap cong cu theo doi ty dong murc do su
dung CPU, RAM, Dung luong 6 cang va tinh trang két néi CSDL, phat ra canh béo cho
Quan tri vién khi tai nguyén vuot qua ngudng an toan (vi du: 85%).

Yéu cdu vé Khai thac va Si dung
Tinh than thién va D& str dung (Usability):

o Giao dién ngudi diing thiét ké hién dai, thuan Viét, chuan héa bicu tuong va thao
tac don gian (toi wu hoa so lan nhap chudt khi xi Iy van ban).

o H0 tro tim kiém théng minh, loc danh sach da tiéu chi va phéan chia rd rang trang
thai lam viéc (van ban chua doc, van ban qué han, céng viéc uu tién).

Tinh twong thich da nén tang: Nguoi diing cuoi chi can sir dung céc trinh duyét web phd
bien (Google Chrome, Microsoft Edge, Mozilla Firefox, Safari) ma khong can cai dat thém
phan mém bo tro (Plugin) phuc tap trén may tinh.

Tai liéu va Pao tao chuyén giao:

o Nha thau phai cung cap day du b tai liéu huéng dan sir dung (cho Nguoi ding
cudi, Van thu, Lanh dao) va Tai liéu quan tri van hanh (cho can b CNTT) bang ca ban
ctng va ban mém tai tryc tiép trén phan mém.

o To chire céc khoa dao tao tryc tiép/tryc tuyén va cung cap video huéng dan thyc
hanh chi tiet toan bo quy trinh nghiép vu trudc khi nghiém thu ban giao.

4.7.4.5. Cac rang budc déi véi hé théng gom: rang buge méi trwong, sw phu thuge vao
hé thang nén tang

4.7.45.1. Rang bugc vé Méi trwong (Environmental Constraints)
Rang bugc vé Hg tdng may ché va Trung tam di liéu (On-Premise):
Phan mém phai duoc cai dat va van hanh tap trung trén ha ting may chu 4o héa tai Trung
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tam dir liéu cia Cang Quy Nhon.

Dung lugng luu trit, bd nhé (RAM) va nang luc xur ly (CPU) phai nam trong pham vi
tai nguyén dugc quy hoach (Sizing) va phan bo cua phong CNTT Cang, bao dam tan dung
t6i da ha tang hién c6, khong phat sinh chi phi mua sam phan cing mai ngoai du toén.

Rang bugc vé An toan mang va Phan viing an ninh:

Hé théng bat budc phai trién khai theo dung mo hinh phén ving an ninh (DMZ Zone,
App Zone, Data Zone). Céc dich vu chi dugc mé cac cong (Port) giao tiép toi thiéu can
thict theo quy dinh caa can bo quan tri an toan thong tin Cang.

Bit budc phai hoat dong phia sau cac thiét bi bao vé nhu Tuong lira (Firewall) va Tudng
Itra ng dung Web (WAF).

Rang bugc vé Ha tdng mang va Méi trwong Internet:

Chat luong va toc do xir Iy céc thao tac tir xa (ky s6 SmartCA, phé duyét trén thiét bi di

dong) phu thudc truc tlep vao d6 on dinh va bang thong cua duong truyen Internet tai Trung
tam dir liéu va két ndi mang di dong/Wi-Fi cua thiét bi nguoi ding cubi.

Bat budc sin sang t,h|ch trng va van hanh on dinh trén ha ting mang hd trg giao thic
IPv6 theo quy dinh quoc gia.
Rang bugc vé Phap Iy va Tiéu chudn ky thudt Chuyén déi sé:

_Tuan thu céc quy dinh hign hanh vé ngan sach, dau thau, an toan thong tin va chuyén
doi so (Luat Chuyén doi so, Luat An ninh mang, Nghi dinh 224/2026/ND-CP, Nghi dinh
331/2026/ND-CP, Thong tu 39/2017/TT-BTTTT, Thong tu 39/2026/TT-BKHCN, Théng
tu 41/2026/TT-BKHCN).

47.45.2. Swphu thugc vao cac Hé thang nén tang (Platform Dependencies)

Phan mém Vian phong dién tir (PO) sau khi nang cap khong hoat dong hoan toan doc Iap
ma c0 su phu thudc nhat dinh vao cac hé thong phan mém nén tang, dich vu cua bén thir
ba va ha tang tap trung:

Sw phu thugc vao Dich vu Cheng thiec Chir ky sé tir xa (SmartCA / PKI):

_Luong nghiép vu ky s6 trinh ky, phé duyét vin ban dién tir phu thudc tryc tiép vao tinh
san sang, toc do phan hoi va ha tang dich vu cua cac Nha cung cap dich vy chiing thuc chir
ky so cong cong (VNPT SmartCA, FPT CA...).

Sy thay doi vé chuan két noi API, chinh sach bao mat hay sw ¢6 gian doan dich vy tir
phia nha cung cap CA s¢€ anh huong truc tiép dén tién do ky so trén phan mem PO.

Sw phu thugc vao Ha tang Qudn Iy dinh danh t@p trung (Active Directory / LDAP):

Vige dong bo tai khoan, thong tin nhan sy va co ché dang nhap tap trung (SSO) phu
thudc vao su on dinh caa may cha Dich vu thu muc (Active Directory / LDAP v3) hién c6
tai Cang Quy Nhon.

Sw phu thudc vao Hé quadn tri Co sé di# ligu (Oracle Database) va Hé diéu hanh may
cha:

Do 6n dinh, tinh toan ven va higu ning truy van cta phan mém PO phu thugc vao phién
ban, cau hinh va ban quyén cta Hé quan tri CSDL ciling nhu Hé diéu hanh may chu
(Linux/Windows Server) duogc cai dat tai Trung tam dir liéu.

Sw phu thugc vao cac Hé théng phan mém lién théng (ERP, Phan mém Nhan s,
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Truc chia sé VIMC):

Viéc trao ddi, chia sé dit liéu hai chiéu (don hanh chinh, thong tin chim cong, két xuat
bao c40) phu thudc vao tinh sin sang cua cac cong RESTful API/Web Services tir cac hé
théng ERP, Phan mém Quan ly Nhan su va Nén tang dix liéu ding chung cua Tong cong
ty Hang hai Viét Nam (VIMC).

Sw phu thugc vao Trinh duyét Web va Hé diéu hanh thiét bi ngwsi ding:

Ung dung Frontend (React]S) phu thuéc vao kha ning hd tro chuan Web
HTMLS5/CSS3/JavaScript ES6 cua cac trinh duyét web hién dai (Google Chrome,
Microsoft Edge, Safari, Firefox) trén thiét bi cua nguoi dung cubi.

4.7.4.6. Y@u cdu vé tinh sdn sang vdi IPv6

An toan thong tin twong dong: Cac chinh séch bao mat, ma hoa duong truyén HTTPS
(TLS 1.2/1.3), twong lra WAF va ki€ém soat truy cap phai ap dung dong bg, binh dang cho
ca ludng luu lwong IPv4 va IPV6, bao dam khong tao ra 16 hong an ninh do chuyén doi giao
thuc.

Ghi vét nhat ky truy cap (Audit Logs) IPv6: Co ché ghi nhat ky hé théng phai hd tro Tuu
trir day di chudi dia chi IPv6 ciia nguoi ding (46 dai 128-bit). Hé thong phai chuan hoa
bang luu trit CSDL dé trudng ghi nhan dia chi IP (ip address) dap tmg d¢ dai t6i thiéu 45
ky tu, phuc vu cdng tac gidm sat an ninh mang va truy vét sy ¢ chinh xac.

4.7.4.7. Y8u cau vé mirc dé chiu dung sai héng déi véi cac 16i cu phap ldp trinh, 14i
I6gic trong xa ly dér liéu, loi Kiém sodt tinh ding dan cia div ligu dau vao

4.74.7.1. Y@u cau kiém soat va chéng chiu sai héng do 14i ci phap va ngoai 1€ 1dp
trinh (Runtime Exceptions)

Co ché bit va xir ly ngogi 1é tap trung (Global Exception Handling):

Tang Backend (Java Spring Boot) phai trién khai bo bat ngoai 1¢ tap trung (nhu
@ControllerAdvice, @ExceptionHandler). Moi 16i phét sinh trong qua trinh thuc thi ma

nguon (nhu NullPointerException, ArraylndexOutOfBoundsException,
ClassCastException, 15i ngat két noi CSDL...) bat budc phai duoc bat giir toan bo.

Tuyét doi khong dé ung dung bj dimg dot ngot (crash/down service) hoic tra vé cdc ma
16i hé thong thd (nhw HTTP 500 kém Stack Trace chi tiét mad nguon) ra man hinh nguoi
dung.

Thong bao 15i than thign va an toan:

Khi xay ra I3i 1ap trinh hoac su c6 hé thong, tng dung phai tra vé cac théng bao bang
tleng Viét rd rang, dé hiéu dbi voi nguoi dung (vi du: "Hé thong dang gap su €6 gian doan
chéc 14t. Vui 1ong thtr lai sau hoac lién hé Quan tri vién"), dong thoi an hoan toan cau trac
tép tin, tén bang CSDL hay c phap ma ngudn dé tranh 16 15 héng an ninh.

Ghi nhdt ky 15i h¢ thang (System Error Logging):

Toan bo céc thdng tin chi tiét vé 16i ci phap, ngoai 18 thuc thi (Stack Trace), moc thoi
gian va tai khoan kich hoat phai dugc tu dong ghi vet vao tép nhat ky hé thong (Error Log)
dé Quan tri vién va nha thau de¢ dang tra ctru, khac phuc.
47.4.7.2. YBu cau vé kiém sodt tinh ding din va kiém tra di ligu ddu vao (Input
Validation & Sanitization)
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Kiém tra di liéu da tang (Client-side & Server-side Validation):

‘Tang Frontend (ReactJS): Kiém tra tirc thoi ¢t phap, do dai, dinh dang dir liéu (Email,
So dién thoai, Ngay thang, Ky tu dac biét) ngay khi nguoi dung nhap liéu trén giao dién.

Tang Backend (Java): Bat budc thuc hién kicm tra doc 1ap lai toan bo dir ligu dau vao
truge khi xtr ly nghiép vu. Tuyét doi khong tin twong hoan toan dit liéu gui tor Frontend
nham chong lai cac hanh vi ¢6 tinh can thiép qua céng cu proxy/API.

Rang bugc di# ligu nghiém ngdt doi véi cdc trwong thong tin:

Tén dang nhap: Gidi han 3-50 ky ty, chi gom chit cai, chir s6 va dau gach dusi _, khong
chura khoang trang, khdng dung tieng Viét cé dau.

Mat khau: Bat bugc tdi thiéu 8 ky tw, gdm chix hoa, chit thuong, chit s6 va ky tu dic biét.

Truong Thai gian/Ngay thang: Kiém tra tinh hop 1¢ cua khoang thoi gian chon (Ngay
bat dau < Ngay ket thuc) doi véi cac Pon hanh chinh, Cong viéc va Lich co quan.

Kiém sodt tinh ding dan khi nhdp dé ligu hang logt tir Excel (Import Engine):

Khi nhép tai khoan nguoi dung tur file Excel, hé théng phai thuc hién quét va kiém tra
tung dong dix liéu theo tha ty vu tién 10i.

“Néu phét sinh I5i (nhu tring Tén dang nhap/Email, sai cau tric phong ban, thiéu truong
ba§1t budc), hé thong phai hién thi canh bdo do chi tiét tai dong 10i trén manwhinh Preview,
dong thoi vo hiéu hda nat nhap cho dén khi file dir liéu dugc chinh sira chuan xac 100%.

Lam sgch di liéu dau vao (Data Sanitization & Security Filtering):

Loai bo hodc ma hoa (Encode) cac chudi ky tu nguy hiém trong di liéu nhap nham triét
tiéu hoan toan nguy co tan cong tiém ma doc SQL Injection, Cross-Site Scripting (XSS)
hoac chen ma Iénh Shell.

Kiém soét chit ché dung luong tép tin dinh kém (PDF, Office, Anh) va dinh dang tép
cho phép trudce khi luu trir.
4.7.4.7.3. Yéu cdu vé qudn ly 15i logic va bdo vé tinh toan ven di liéu nghiép vu
(Business Logic Fault Tolerance)

Quan ly giao dich va Tw dgng hoan tac (Transaction Management & Rollback):

Moi quy trinh nghiép vu gom nhiéu budc xir Iy dir liéu lién tiép (nhu: Tao van ban di —
Cap so tu dong — DPong vét ky so — Bay théng bao chudng) phai duoc thuc thi trong cung
mot Giao dich (Database Transaction).

Néu phét sinh 16i ¢ bat ky budc nao trong chuoi xt Iy, hé thong phai tw dong thuc hién
hoan tac (Rollback) 100% ve trang thai ban dau, bao dam khong Iuu lai dir liéu rac, di liéu
do dang hoac lam sai Iéch thir tu s6 cong van/So6 van ban.

Kiém soét trang thai va Xung dgt thao tac (Concurrency Control):

Xtr ly an toan khi co nqhiéu‘ngu:(‘ri dung cung truy cap hogc chinh swra mot van ban/cong
viéc tai cung mot thoi diém bang co ché khoa lac quan (Optimistic Locking) hoac khoa bi
quan (Pessimistic Locking).

Hé thong phai canh béo rd rang néu hd so/vin ban di duoc thay doi trang thai bai mot
nguoi dung khac trudc d6 (vi du: "Van ban da dugc Lanh dao phé duyét trude do, vui long
tai lai trang™).
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Kiém soat logic phan quyén va Pong bg 2 chiéu:

Xir Iy an toan khi diéu khién phan quyén 3 cap (bat/tit Menu/Tab): Ty dong an/khoa
cac thao tac con twong ing ma khéng lam phét sinh 16i xir ly ¢ phia Backend.

Khi xda nhém quyen tdy chinh, néu ngudi ding khong con thugc nhém quyén nao khac,

hé thdng phai c6 co ché ty dong chuyén ngudi ding vé nhom quyen mac dinh "Nguoi dung
van phong dién ti" dé tranh treong hop tai khoan bi 18i khong thé ding nhap.

4.7.4.8. Yéu cdu vé my thudt, ky thudt cdn dat dwec ciia cac giao dién chwong trinh
4.7.4.81. Yéu cau vé My thudt (Visual Design & Aesthetic Standards)

“Phong céch thiét ké hién dai, phang (Flat Design/Material Design): Giao di¢n duoc thiét
ke theo xu hudng hién dali, tinh gian, bo cuc thoang dang, cac khoi thong tin dugc phan
dinh 6 rang gitip nguoi dung tap trung vao noi dung céng viéc chinh.

Dong bé Nhgn dign thwong higu Cang Quy Nhon:

St dung tong mau chu dao phu hop véi mau Saf}c nhén dién thuong hiéu cua Cang Quy
Nhon / VIMC (mau xanh duong dam/xanh bién két hop sac trang/xam trang nhd), tao cam
giac chuyén nghiép, tin cay va than thién véi nguoi dung van phong.

Biéu twong (Logo), Font chit, H¢ thong Icon (biéu tuong chirc ning) phai dwoc chuan
hoa, nhat quan trén toan bo cac phan hé va man hinh ng dung.

Thi giac trec quan & Hé théng biéu dé (Visual Dashboard):

Trang chu duoc trang bj Bang diéu khién (Dashboard) théng minh, trinh dién dir liéu
diéu hanh théng qua céc biéu do tryc quan (Biéu d6 tron, bicu do cot, tien trinh progress

bar) giup Ban Lanh dao nim bat tic thoi buc tranh toan canh vé tién do xir Iy van ban,
cong viéc ton dong va ty 18 giai quyét dung han.

St dung ma mau chuan hoa dé phan anh trang thai (vi du: Do - Chua doc/Sap qua han/Ttr
choi; Vang - Pang xtr ly; Xanh 14 - Ba hoan thanh/Pa phé duyét).
4.7.4.8.2.  Yéu cdu vé Ky thudt Giao dign va Trdi nghiém nguweéi dung (UX & Technical
Interface Requirements)

Thiét ké Responsive (T co gidn da nén tang):

Giao dién xay dung trén cong nghé ReactJS, tu dong tuong thich va t0i wu hoa hién thi
trén nhiéu do phan giai man hinh khac nhau: May tinh dé ban (PC), Laptop, May tinh bang
(Tablet) va Bién thoai thong minh (Smartphone).

Déi véi Lanh dao, giao dién di dong phai t6i wu hoa cho thao tac cham (Touch-friendly),
gilp duyét van ban, ghi bat phé va ky so tr xa nhanh chong ma khong bi x6 1éch khung
hinh.

Thiét ké Giao dién tdp trung (Split-screen / Single Window):

Tai phan hé Vin ban dén va Van ban di, man hinh duoc thiét ké théng minh cho phép
hién thi Tryc tiep tép PDF cong van va Thong tin trich yeu, bat phé chi dao trén cung mot
man hinh chia d6i. Nguoi dung 6 thé vira doc van ban vira nhép y kien xu ly ma khong
can chuyén qua lai gitra nhiéu cura so.

Phan hé’Théng bao chung cho phép click chon thdng bao bén trai va hién thi ngay noi
dung chi tiet bén khung phai ma khéng me trang mai.

Toi wu héa Thao tic va Trdi nghiém ngwoi dung (Usability):
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Ap dung nguyén tac “3-Click Rule”: Nguoi ding co thé tiép can va thuc hién céc chuc
ning cbt 161 (Xem van ban, Bit phé, Phé duyét, Ky sd) trong khong qua 3 thao tac nhap
chudt.

HO trg cong cu Kéo & Tha (Drag & Drop) truc quan khi sap xép th tw danh myc Phong
ban/Churc danh, di chuyén Tai liéu luu trit hoac can chinh vi tri Con dau/Chir ky so trén tép
PDF.

‘Thiét ké giao dién Lich co quan dang ludi Timeline truc quan tir 08:00 dén 18:00 theo
tuan va phan nhom tab theo tirng Pon vi; Tra ciu Danh ba nhan su dudi dang thé Card
hién dai.

Chudn héa Phong chi va Bé ma ky tu:

Bt budc sir dung phéng chit chuan Unicode tiéng Viét (nhu Arial, Roboto, Inter), kich
thude chir vira phai, khoang cach dong (Line-spacing) tir 1.15 — 1.25 bao ddm chong mdi
mat khi lam viéc lién tuc.

Hién thi chinh x4c tiéng Viét c6 dau (UTF-8, TCVN 6909:2001) trén moi thanh phan
giao dién.

Phdn héi hé thong & Théng bdo twong tic (Feedback & Notifications):

Moi thao tac ngudi ding (Thém, Sira, X6a, Phé duyat, Ky s6, Nhap Excel) bét budc phai
c6 théng bao phan hoi trang thai rd rang (Toast message/Popup).

Tich hop thong béo chudng (Bell Notification) noi bat ¢ goc trén giao dién khi c¢6 van
ban, cong viéc hoac lich hop méi duoc giao.

Khi sira lich hop hoac ciu hinh phan quyen hé thdng hién thi popup xé&c nhan rd rang
trude khi thuc thi dé tranh cac thao tac nham 1an.
4.7.4.9. Yeu cau vé tinh sdn sang, khd ndng mé réng cia phan mém
4.7.4.9.1.  Yéu cau vé tinh sdn sang (High Availability - HA)

Thot gian hoat dong lién tuc (Uptime): H¢ thong phai dap trng kha nang van hanh lién
tuc 24/7/365. Bo san sang t6i thiéu cua toan hé thong phai dat 99.96% (twong ng véi tong
thoi gian gian doan ngoai ké hoach khong qua 3.65 gid/nim).

Kién trdc de phong va can bang tdi (Load Balancing & Clustering):

Tang May chit Ung dung (Web/App Server) duoc trién khai theo md hinh cum may chu
(Cluster) Active-Active véi téi thiéu 02 may chu a0. Khi mot may cha ng dung gap su cd,
may cha con lai tu dong ganh toan bo tai ma ngudi ding khong bi ngat két ndi hoic mat
dir liéu phién lam viéc (Session Replication).

Tang My chi Co s dir ligu (Oracle Database) cau hinh co ché du phong, hé trg sao
luu nhat ky giao dich (Redo Logs/Archive Logs) lién tuc d€ phuc hoi nhanh chéng khi c6
su €O phan cung.

Khd néng khdc phuc sw cé (Disaster Recovery):

Hé thdng cung cip co ché sao lvu CSDL ty dong dinh ky (Full Backup/Incremental
Backup) va sao luu tép tin van ban PDF.

Dam bao chi s6 thoi gian phuc hoi dich vu (RTO - Recovery Time Objective) < 4 gio
va chi s6 mat mat dix lieu toi da (RPO - Recovery Point Objective) < 1 gio trong tinh huong
phét sinh sy co6 nghiém trong.
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4.7.4.9.2. Yéu cau vé khd nang mé réng (Scalability)
Khd néing mé rgng ha ting (Hardware Scalability):

Mg rong theo chiéu doc (Scale-Up): Phan mém duoc thiét ké va dong goi téi uu, cho
phép ting cuong tai nguyén phan cting (vCPU, RAM, dung lugng luu trir SSD) trén cac
may chi 40 héa tai Trung tdm dit liéu Cang ma khong can thay ddi cau tric ma ngudn.

M¢ rong theo chiéu ngang (Scale-Out): Tang Backend (Java Spring Boot) va API
Gateway c6 kha ning d& dang bd sung thém cac node may chu tng dung mai vao cum
Cluster dé chia sé tai khi sé lwong tai khoan hoic dung lwong truy cap dong thoi (CCU)
tang dot bién.

Khd nang mao réng chire nang va tich hop (Functional Scalability):

Kién tric mo-dun mo: Hé théng dugc xay dung theo kién tric phan 16p chuan héa (3-
Tier) va cac goi dich vy nghiép vu doc 1ap, cho phép phét tricn, nang cap hoac bé sung
thém céc phan hé/chtrc nang m6i trong twong lai (nhu Quan Iy hop khong giay to, Quan ly
tai san, Luu trir s6 hoa lau dai...) ma khéng lam anh hudng dén cac phan hé dang van hanh.

Phan quyén dong 3 CAp Mo rong: B0 cong cu quan tri phan quyén dong 3 cap cho phép
Quan tri vién ty bo sung cac nhém quyén méi, Cau hinh lai danh muc phong ban/chic danh
khi Cang Quy Nhon thay doi hoic mé rong co cau to chirc bd may quan ly.

Tich hop két néi Cfluén ma: Toan bcf)’CéC, dich vuy tich h,op dugc dong goi dudi dang
RESTful API chuan, san sang m¢ rong ket noi vei cac h¢ thong thong tin méi trong twong
lai ciia Cang va Nén tang dix liéu dung chung cua Tong cong ty Hang hai Viét Nam (VIMC).

4.7.4.10. C4c yéu cdu phi chite néing khdc

4.7.4.10.1. Y@éu cdu vé Phap ly va Tuan thi Quy chudn Quéc gia (Regulatory
Compliance)

Tuan thu quy dinh vé Chuyén doi s6 va An ninh mang: Phan mém phai tuan thu nghiém
ngat cac quy dinh tai Luat Chuyén doi so, Luat An njnh mang, Nghi dinh s0 224/2026/ND-
CP, Nghi dinh s 331/2026/ND-CP va Nghi dinh sé 333/2026/ND-CP.

Tuan thu quy dinh Quan ly chi phi va Chat luong chuyén d6i s6: Toan b cong tac 1ap
du toan, quan Iy chi phi, kiém thir va van hanh tha phan mém noi bo ap dung theo ding
quy dinh tai Thong tu s6 39/2026/TT-BKHCN va Thong tu s6 41/2026/TT-BKHCN cua
B Khoa hoc va Céng nghé.

Tuan tha chuan tng dung CNTT trong co quan nha nuéc / doanh nghiép nha nudc: Ap
dung Danh muc tiéu chuan k¥ thuat vé ung dung CNTT quy dinh tai Thong tu sb
39/2017/TT-BTTTT (chuan két noi HTTP/HTTPS, LDAP v3, SOAP v1.2, RESTful, bo
ma UTF-8, dinh dang tép PDF/Office).

4.7.4.10.2. Yéu cdu vé Ban quyén va S¢ hiru tri tug (Intellectual Property & Licensing)

So hitu ban quyen va M& nQUOn Cong ty co phan Cang Quy Nhon la chu so hiru hoan
toan d6i voi ban quyén phan mém nang cap. Nha thau ¢ trach nhiém ban giao toan b méa
ngudn (Source Code) di hoan thién, c4c tép tin cdu hinh, bo cai dat va tai liéu thiét ké he
thdng cho Cha dau tu sau khi nghiém thu.

Cam két khong vi pham ban quyén bén thir ba: Toan bo cac thu vién ma nguon me,
Framework (ReactJS, Java Spring Boot) hodc thanh phan cong nghé sur dung dé phat trién
phan mém phai la loai co giay phép su dung hop phap (MIT, Apache 2.0, LGPL...), bao
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dam khdng phat sinh tranh chap ban quyén hoac chi phi ban quyén an trong qué trinh van
hanh l1au dai.
4.7.4.10.3. Yéu caqu vé Tinh dé si dung va Tién ich hé tre ngwoi dung (Usability &
Accessibility)

H? trg da ngir va Chuan héa font tiéng Viét: Giao dién hién thi mac dinh bang tiéng Viét
chuan héa Unicode (UTF-8, TCVN 6909:2001). San sang cau hinh m¢ rong da ngdn ngit
(Tieng Anh) cho giao dién nguoi dung khi Cang cé nhu cau trong tuong lai.

Tich hop tai liéu Huéng dé‘n su dung thdng minh (Online Help & Docs): Tich hop tai
liéu huéng dan sir dung ban mém tryc ticp trén ung dung. Nguoi dung 6 thé tra ciru nhanh
cac budc thao tac nghiép vu ‘hoac tai vé (download) tai liéu dang PDF/Video hudng dan
truc tiep tir giao dién phan mém.

Hg thong canh bao va Khdi phuc thao tac nham (Undo/Confirmation): Bét bugc hien thi
popup xac nhén rd rang trudc khi thuc hién cac thao tac quan trong c6 anh hudng lon den
dit lieu (nhu: Xoa van ban, Tur choi don hanh chinh, Huy cong khai tai liéu, Xoa phan
quyen). Ho trg chire nang khoi phuc/hiy thao tac (Undo) do6i véi cac thao tdc gan cong viéc
lién quan hoac dinh kém tép tin.

4.7.4.10.4. Yeu cdu vé Bdo hanh, Bdo tri va Dich vu hé tre kj thudt (Warranty &
Maintenance)

Thoi gian bao hanh: Nha thau trién khai ¢6 trach nhiém bao hanh phan mem t6i thiéu 01
nam (12 thang) tinh tr ngay hai bén ky Bién ban nghiém thu va thanh ly hop dong.

Cam két hd tro ki thuat va Khic phuc su ¢d (SLA):

o Ho tro ky thuat lién tuc thong qua cac kénh: bién thoai, Thu dién tir (Email),
Ho tro tir xa (Internet) va Ho tro truc tiép tai cho (Onsite) khi cd yéu cau khan cap.

o Thoi gian phan hoi va tiep nhan sw ¢6: < 1 gio ke tir khi nhan dugc thong
bao tir Chu dau tu.

o Thoi gian khic phuc xong céc 15i 1ap trinh, 16i h¢ thong phét sinh trong qua
trinh van hanh: < 4 gio d6i véi 16i nghiém trong (anh huong toan hé thong) va < 24
gio doi voi céc 15i nho khong 1am gian doan ludng cong viéc.

Cam két bao tri va Nang cip sau bao hanh: Nha thau phai cam két sin sang cung cap
dich vu bao tri, diéu chinh, cap nhat cac ban va I3i an toan thong tin va nang cap tinh nang
theo yéu cau cua Cang Quy Nhon sau khi két thiic thoi gian bao hanh mién phi.

4.7.4.10.5. Yéu cau vé Chuyén giao cong nghé va Ban giao sén pham (Handover &
Training)

thuyén giao day du hd so tai lidu: Ban giao day du tai lieu phan tich thié'tNké, tai ligu
kiem thir (UAT/OAT), tai liéu huong dan van hanh quan tri va tai liéu hudng dan nguoi sir
dung cho tung nhom doi twong (Van thu, Lanh dao, Chuyén vién, Quan tri vién).

T chirc Pao tao toan dién: T chic dao tao ly thuyét két hop bai tap thuc hanh trén hé
thong gia lap cho toan bo can bd, nhan vién va doi ngti quan tri CNTT cta Cang Quy Nhon,
bao dam cac don vi ¢ thé doc 1ap van hanh va khai thac hiéu qua phan mém sau khi nghiém
thu.

4.8. CA4c yéu cau veé niing luc ciia can b tham gia xay dwng, phéat trién, nang cap, mé
rong phan mem
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STT

Vi tri céng
viéc

S
lwgng

Kinh nghiém
trong cac cong
viéc twong tuw

Chirng chi/Trinh d§ chuyén mon

Nhan su phan
tich thiét ke

03 nam hoac 1 hop
dong

- Trinh d¢ dai hoc tro 1én, chuyén
nganh CNTT hoic c4c nganh gan
dao tao vé CNTT (theo huéng dan
cia Thong tu sb 08/2022/TT-
BTTTT ngay 30/6/2022)

- C6 kinh nghiém tham gia cac hop
dong twong tu (thué/xay dung/nang
cap phan mém quan 1y van ban, van
phong dién tir hoac tuong duong)
véi vi tri Phan tich thiét ké hoic
trong dwong (nha thau cung cap
ban scan ban gdc hodc ban scan ban
sao chung thyc van ban hop dong
va BBNT hoic Thanh Iy hop dong
hodc van ban xéac nhan cua chu dau
tw.)

Nhan su lap
trinh

04 nam hoac 1 hop
dong

- Trinh d¢ dai hoc tro 1én, chuyén
nganh CNTT hoic c4c nganh gan
dao tao vé CNTT (theo huéng dan
cia Thong tu s6 08/2022/TT-
BTTTT ngay 30/6/2022).

- C6 kinh nghiém tham gia cac hop
dong twong tu (thué/xay dung/nang
cap phan mém quan 1y van ban, vin
phong dién tir hoac tuong duong)
véi vi tri Can bo lap trinh hoac
tuong duong (nha thau cung cap
ban scan ban goc hoic ban scan ban
sao chung thyc van ban hop dong
va BBNT hozc Thanh ly hop dong
hoic van ban xéac nhan cua chu dau
tu.)

Nhan su bao
mat

03 nam noéc 1 hop
dong

- Trinh d¢ dai hoc tro 1€n, chuyén
nganh CNTT hoic céc nganh gan
dao tao vé CNTT (theo huéng dan
cia Thong tr s6 08/2022/TT-
BTTTT ngay 30/6/2022).

- C6 kinh nghiém tham gia cac hop
dong tuong tu (thué/xay dung/nang
cap phan mém quan 1y vin ban, vin
phong dién tir hoac tuwong duong)
voi vi tri Can bo bao mat hoac
tuong duong (nha thau cung cap
ban scan ban gdc hozc ban scan ban
sao chung thyc vian ban hop dong
va BBNT hoic Thanh ly hop dong
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STT

Vi tri céng
viéc

S
lwgng

Kinh nghiém
trong cac cong
viéc twong tuw

Chirng chi/Trinh d§ chuyén mon

hozc van ban xac nhan cua chu dau
)

Nhan sy kiém
thu

03 nam hoéc 1 hop
dong

- Trinh @ dai hoc tro 1€n, chuyén
nganh CNTT hoic c4c nganh gan
dao tao vé CNTT (theo huéng dan
cia Thong tu sb 08/2022/TT-
BTTTT ngay 30/6/2022).

- C6 kinh nghiém tham gia cac hop
dong twong tu (thué/xay dung/nang
cap phan mém quan 1y van ban, vin
phong dién tir hoac tuong duong)
véi vi tri Can bo kiém tha hoic
tuong duong (nha thau cung cap
ban scan ban gdc hodc ban scan ban
sao chung thyc vian ban hop dong
va BBNT hoic Thanh Iy hop dong
hodc van ban xac nhan cua chu dau
tu.)

Nhan sy trién
khai

03 nam hoac 1 hop
dong

- Trinh d¢ dai hoc tro 1én, chuyén
nganh CNTT hoic céc nganh gan
dao tao vé CNTT (theo hudng dan
cia Thong tu s6 08/2022/TT-
BTTTT ngay 30/6/2022).

- C6 kinh nghiém tham gia cac hop
dong twong tu (thué/xay dung/nang
cap phan mém quan 1y vin ban, vin
phong dién tir hoac tuong duong)
véi vi tri Can bo trién khai hoic
tuong duong (nha thau cung cap
ban scan ban gdc hoic ban scan ban
sao chung thyc vian ban hop dong
va BBNT hozc Thanh ly hop dong
hodc van ban xéac nhan cua chu dau
tu.)

4.9. Yéu cau vé dao tao hwéng dan sir dung, quan tri, van hanh

Viéc trién khai dao tao phai tuan tha qua trinh sau:
- Chuan bi Pao tao:

+ Chuan bi bai giang.

+ Chuan bi phong dao tao;

+ Chuan bi noi dung va tai liéu dao tao;
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+ Chuan bi trang thiét bj (may tinh, may chiéu, ...);
- Thuc hién Dao tao:
+ Khai giang khoa dao tao;
+ Huéng dan cac nghiép vu thuc té do phan mém dam nhiém
+ Hudng dan thuc hanh khai thac st dung cac chirc niang phan mém chuyén giao.

+ Giai dap thic mic trong qua trinh huéng dan khai thac sir dung phan mém chuyén
giao.

- Tong két Dao tao:
+ Thu thap y kién hoc vién vé chat lugng va noi dung khoéa dao tao;
+ Tong két két thic khod dao tao.
4.9.1. Muc tiéu dao tao

Muc dich cta viéc ddo tao 1a nham chuyén giao duoc hé théng, dam bao can bo nghiép
vu quan tri stir dung va van hanh khai thac duoc hé thong.

4.9.2. N@i dung va doi twong dao tao
Déi tuong duoc dao tao
- Quan tri hé thong.
- Chuyén vién, can bo nghiép vu sir dung van hanh hé théng.
N1 dung dao tao
- Pao tao quan tri hé théng phan mém cho quan tri hé théng.

- Pao tao nghiép vu sir dung van hanh hé thong phan mém cho chuyén vién, can bo
nghiép vu st dung hé thong.

4.9.3. Hinh thirc dao tao

Nha thau cung cap hoc ligu chi tiét dusi hinh thic tai ligu huong dan sir dung hé thong
va video hudng dan thuc hanh chi tiét day du cac nghlep vu (1) Quan tri he thong (2) Su
dung vdn hanh hé thong; dé can bo don vi cac cap co thé s dung thanh thao cac chirc ning
ctia phan mém va doc 1ap trong qué trinh van hanh hé thong thuoc pham vi trach nhiém
caa minh.

Chuong trinh dao tao toan dién: hoc vién khong nhitng dugc dao tao vé ly thuyét ma
con dugc b6 sung cac bai tap thuc hanh va bai kiem tra kien thirc ngan gitp cho hoc vién
€6 kha nang nam virng va dao sau nhirng kién thirc thu nhan dugc. Két thuc khoa hoc hoc
vién hoan toan c6 thé chu dong thuc hién nhirng céng viéc duoc giao.

Chuan bi h¢ thong gia 1ap: bao gom thiét I1ap h¢ thdng may chu, thiét bi mang va cai dat
hé thong phan mem.

Chuan bi cac dir liéu can thiét dé cac hoc vién st dung trong viéc thuc hanh trén hé
thong. Va t6 chuc ho trg hudng dan kip thoi trong qué trinh hoc vién thuc hanh trén hé
thong gia lap.

4.9.4. Y@u cau vé tai liéu
a) Nha thdu co trach nhiém chuyén giao day dii cac tai ligu sau ddy cho chi diu tu:
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- C4c tai liéu cua tumg giai doan trong qua trinh xay dung, phét trien phan mém, bao
gom céac tai liéu phan tich thiet ké hé thong va cac tai liéu co lién quan khac den thiét ke
hé théng;

- B6 chuong trinh cai dat phan mém
- M4 nguén cua chuong trinh

- C4c tai liéu hudng dan sir dung, quan tri, van hanh; tai liéu phuc vu dao tao ngudi st
dung, quan tri, van hanh; tai liéu quy trinh bao tri; hudng dan vé ky thuat va tiéu chuan,
quy chuan (néu co).

b) Y&u cdu hinh thize déi véi tai ligu:
- Tai liéu dao tao duoc chuan bi bang tiéng Viét va dugc cung cap bang ban ctiing va ban

A

mem.

- Ban mém cua tai liéu duoc cap nhat 1én phan mém, ngudi ding cd thé tai vé (download)
tai liéu truc tiép tr phan mem.

4.10. Yéu cau vé kiém thir hodc van hanh thir

~ Nha thau thyc hién kiem thu ndi bo (kiém thir hé thong) trudc khi ban giao; Chu dau tu
t6 chuc kiem thu chap nhan (UAT, OAT) va van hanh thu trude khi nghiém thu. Nha thau
phai ¢6 nang luc thuc hién kiém thu.

Déi v6i phan mém noi bo phai duoc kjém thir hodc van hanh thir truée khi tién hanh
nghiém thu theo quy dinh tai Thong tu s6 41/2026/TT-BKHCN ngay 01/7/2026 cua B
Khoa hoc va Cong nghé. Cu thé nhu sau:

4.10.1. Kiém thé phan mém ngi bg
1. Quy trinh kiém thir phan mém ndi b
Qua trinh kiém thir phan mém noi bo bao gom cac bude chinh nhu sau:
a) Xac dinh noi dung va cac tai liéu phuc vu kiém thu;
b) Lap ké hoach kiém thr;
¢) Xay dung tinh huéng, kich ban kiém thir;
d) Thiét lap va duy tri moi truong kiém thi;
@) Thuc hién kiém thi;
e) Lap béo cao két qua kiém thir.
2. Xac dinh cac ndi dung va céc tai liéu phuc vu kiém thir
a) Pon vi thuc hién:

- Truong hop tu thuc hién: Cha dau tu phdi hop vai nha thau trién khai va cac bén co
lién quan;

- Trudng hop thué don vi kiém thir doc 1ap: Pon vi kiém thir doc 1ap phdi hop véi chi
dau tu, nha thau trién khai va cac bén co lién quan.

b) Cac noi dung kiém thi:

b1) Kiém thir chap nhan boi nguoi diing (UAT): L& loai kiém thir chire nang duoc thuc
hi@n bdi mot to chire, ca nhan dai o[ién r}gudi su dung cua Qhﬁ dau tu/don vi thu huong
nham xac dinh toan bo chirc nang phan mém co6 dap ung yéu cau tai thict ké dugc phé duyét
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hay khong;

b2) Kiem thir chap nhan hoat dong (OAT): La loai kiém thir phi chirc nang thuc hién
béi mot to Chl:YC,‘ ca nhan dai dién ~ngu:(‘)’i st dung cua chu dau tu/don vi thu huong dé kiém
tra, danh gid nham bao dam su san sang hoat dong cua phan mém. Kiém thir chap nhan
hoat dong bao gom cac loai:

- Kiém thir hiéu ning: La qua trinh kiém tra, ddnh gia téc do, d6 6n dinh, kha ning mé

rong va tiéu thu tai nguyén cua h¢ théng dudi cac diéu kién tai khac nhau nham bao dam
phan mém dap (g cac yéu cau vé hiéu ning theo thiét ké duoc phé duyét.

- Kiém thir an ninh mang: L& qua trinh kiém tra, danh gia phan mém noi bd nhiam phat
hién, loai bé ma doc, khic phuc diém yéu, 16 hong bao mat; phat hién, ngin chin va xu ly
cac hoat dong xam nhép bat hop phap hodc nguy co khac de doa an ninh mang nham bao
dam phan mém noi bo dap wng cac yéu cau vé an ninh mang theo thiét ké duoc phé duyét;

- Kiém tra vé tai liéu van hanh hé théng (néu co): La qué trinh ra soét, kiém tra céc tai
liéu vé tinh day du va chinh xac gitra tai liéu van hanh hé thdng va céc tai liéu yéu cau ky
thuat cling nhu thuc té hoat dong cua hé théng, ddng thoi kiém tra sy dung dan cua tai liéu
van hanh hé théng. Tai liéu van hanh hé théng gom co:

+ Tai ligu hé thong: Ghi nhan thong tin chi tiét ve cac thiét ke h¢ thdng, cach thurc 1am
viéc bén trong cua h¢ thong va cac chire nang cua n6 (bao gom ca ve quy trinh van hanh
va khac phuc su co).

+ Tai liéu huong dan sir dung (bao gdém huéng dan sir dung, huéng dan cai dat va husng
dan quan tri hé thong): Ghi nhan cac thong tin dugc viét hay hién thi truc quan vé cach
thae hé thong 1am viéc cling nhu cach str dung hé thong do;

- Kiém thir mot s6 yéu té phi chtrc nang khac nhu: Kha nang két ndi, chia sé dit liéu véi
cac hé thong khéc; kha nang hoat dong trén nhicu nén tang khac nhau (néu can thiét);

¢) Céc tai lidu phuc vu kiém thir chap nhan
c1) Tai lieu mo ta/danh sach yéu cau nguoi st dung;

c2) Tai liéu huéng dan nguoi st dung bao gém hudng dan ngudi sir dung la quan tri hé
théng;

c3) Tai liéu mo ta chi tiét yéu cau ki thuat Can dap (ng cua phan mém hozc tai liéu cac
yéu cau chirc niang, phi chire nang cua phan mém;

c4) Tai ligu mo td chi tiét yéu cau ky thuat can dap ung vé moi trueong van hanh, khai
thac phan mém hoac tai liéu cau hinh moéi treong van hanh, khai thac phan mem;

c5) Ho so bao cao két qua kiém thir noi b (kiém thtr he thong) cua nha thau trién khai
trong qua trinh xay dung, phat trién, nang cap, mo rong phan mém;

c6) Két qua kiém thir doc lap trude d6 mai nhat (néu co);

c7) Thiét ké chi tiét duoc phé duyét (néu co)/thiét ké chi tiét (d6i véi truong hop goi
thau EP).

3. Lap ké hoach kiém thir
a) Pon vi thuc hién:

al) Trudng hop ty thyc hién: Chu dau tu phdi hop vaéi nha thau trién khai va cac bén co
lién quan.
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a2) Truong hop thué don vi kiem thir doc lap: Don vi kiem thir doc 1ap phdi hop véi nha
thau trién khai va cac bén cé lién quan.

b) Cac hoat dong chinh:

b1) Nghién citu nghiép vu cia bai todn, yéu cau cia ngudi sir dung;

b2) Nghién citu yéu cau chirc ning va phi chitc ning cia phan mém;

b3) Phan tich, xac dinh cac rang budc, ude lwong thoi gian va tong hop yéu cau kiém
thu;

b4) Xéc dinh cac méc thai gian quan trong trong qua trinh kiém thir;

b5) Xéc dinh cac diéu kién dirng kiém th;

b6) Lap ké hoach kiém thtr;

b7) Chap thuan ké hoach kiém thir ctia cha dau tu;

¢) Noi dung chinh caa ké hoach kiém thu:

Ké hoach kiém thtr phai duoc Chii dau tu to chiic xay dung doc 1ap véi qua trinh phét
trién phan mém cua nha thau trién khai. K& hoach kiém ther gom céc noi dung chinh sau:
Pham vi kiém thr; tiéu chi kiém thu; phuong phap kiém thir; méi truong va cong cu kiém
thir; ké hoach thuc hién va tién do; bé tri, sip xép nhan su; quan Iy rai ro.

4. Xay dung tinh huéng, kich ban kiém thir

a) Bon vi thuc hién:

al) Trudng hop ty thuc hién: Chu dau tu phdi hop vai nha thau trién khai va cac bén co
lién quan;

a2) Truong hop thué don vi kiém thir doc lap: Don vi kiem thir doc 1ap phdi hop véi chu
dau tu, nha thau trién khai va cac bén co lién quan.

b) Cac hoat dong chinh

b1) Phén tich cAc tai liéu dau vao dé ndm virng yéu cau, pham vi kiém thir, xac dinh cac
tinh nang can kiém thu va céc ky thuat kiém th;

b2) Xay dung céc tinh huong kiém thu: s6 ky hiéu cia tinh hudng, dat tén tinh hudng va
xac dinh dicu kién, dir liéu dau vao, cac budc thuc hién, két qua mong doi, két qua thuc te
dua vao yéu cau dau vao;

b3) Xay dung cac kich ban kiem thir twong g vai cc tinh hudng kiém thir bao dam
dap ung duoc viéc danh gia day du cac yéu cau chirc nang va phi chirc nang;

b4) Trong mét s6 truong hop, néu ¢é yéu cau danh gia sy phi hop cua phan mém so vei
cac quy dinh hién hanh, tiéu chuan, quy chuan hodc huéng dan ky thuat chuyén nganh thi
b6 sung cac hoat dong sau:

- Chui dau tu, nha thau trién khai thong nhat cung cap yéu cau dau vao la cac van ban
quy dinh, quy pham phap luat, tiéu chuan, quy chuan hodc huséng dan ky thuat chuyén
nganh co lién quan cho t6 chuc, ca nhan thyuc hién kiém thu;

- To chure, c& nhan thyc hign kiém thir ¢6 trach nhiém bo sung hoat dong kiem tra, dénh
gia (con dugc goi la kiém tht tinh) lai cac tai liéu mo ta yéu cau ngudi st dung, cac yéu

cau chuc nang, phi chtrc néng cua phan mém so véi cac quy dinh, quy pham phap luét, tiéu
chuan, quy chuan hoic hudng dan ky thuat chuyén nganh ma chii dau tu cung cap.
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5. Thiét 1ap va duy tri méi trudong kiém thir
a) Pon vi thuc hién:

al) Trudng hop ty thyc hién: Chu dau tu phdi hop vaéi nha thau trién khai va cac bén co
lién quan;

a2) Truong hop thué don vi kiém thir doc lap: Don vi kiém thir doc 1ap phdi hop véi nha
thau trién khai va cac bén cd lién quan;

b) Cac hoat dong chinh

b1) Thiét lap moi truong kiem thir: Moi truong kiém thir ¢6 the dugc thiét 1ap trong
chinh méi treong van hanh, khai thac hozc thiét 1ap trén méi truong tuong duong (6 thé
giam quy mo tai nguyén ha tang SO V6i moi truong van hanh, tuy nhién can c6 cung mo
hinh trién khai, ciing céng nghé nén tang, hé diéu hanh, hé quan tri co so di liéu va cac
thanh phan k¥ thuat chinh dap tmg dugc muc tiéu kiém thi chice nang, tich hop, an toan
va hiéu niang & mac chap nhan);

b2) Cai dat, ciu hinh phan mém can kiém thu;
b3) Chuan bi dir liéu kiém thi;

b4) Thiét lap cong cu hd tro kiém thu;

b5) Kiém tra, duy tri méi truong kiém thir.

6. Thuc hién kiém thir

a) Pon vi thuc hién:

al) Trudng hop ty thuc hién: Chu dau tu phdi hop vai nha thau trién khai va cac bén co
lién quan;

a2) Truong hop thué don vi kiem thir doc lap: Don vi kiem thir doc 1ap phdi hop vai nha
thau trién khai va cac bén cd lién quan.

b) Céc hoat dong chinh:
b1) Thyc thi toan bo cac noi dung va kich ban kiém th;

b2) Quan sat, ghi nhan két qua thuc t€, ghi nhan cac su ¢, 16i phan mém xay ra trong
qua trinh kiém thu;

b3) So sénh két qua thuc té va két qua mong doi.
7. Lap béo céo két qua kiém thir
a) Pon vi thuc hién:

al) Trudng hop ty thuc hién: Chu dau tu phdi hop vaéi nha thau trién khai va cac bén co
lién quan;

a2) Truong hop thué don vi kiém thir doc lap: Pon vi kiém thir doc 1ap phéi hop véi nha
thau trién khai va cac bén cd lién quan;

b) Cac hoat dong chinh

b1) Pon vi thuc hién kiém thir (chi dau tw néu tu thyc hién hoac don vi kiem thir doc
Iap néu thué kiem thir) 1ap bdo céo ket qua kiém thir;

b2) Chua dau tu co trach nhiém:
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- Thong béo két thuc kiém tha va két qua kiém tha cho nha thau trién khai va cac bén
lién quan;

- Yéu cau nha thau trién khai tiép nhan két qua, chinh stra, bo sung va hoan thién phan
mém trong trueong hop phan mém co 16i;

- Théng nhat ké hoach t chtrc nghiém thu véi cac bén lién quan:;

b3) Nha thu trién khai va cac bén lién quan cd trach nhiém tiép nhan va trién khai cac
cong viéc theo ket qua kiem thur dugc céng bo.

4.10.2. Van hanh thiz phan mém ngi bg
1. Quy trinh van hanh thir phan mém ndi b

Quaé trinh van hanh thi phan mém noi bo do chu dau tu t chirc thuc hién bao gom céc
budc chinh nhu sau:

a) Xac dinh ngi dung van hanh thir va cac tai liéu phuc vu van hanh thu;

b) Lap ké hoach van hanh thir nham muc dich xac dinh yéu cau, pham vi, cac moc thoi
gian quan trong va lich trinh thuc hién cac budc ctia qua trinh van hanh thir;

¢) Xay dung tinh hudng, kich ban van hanh thir, xac dinh cac dieu kign van hanh thir can
ctr vao chirc nang k¥ thuat caa phan mém can van hanh thi;

d) Thyc hién van hanh thr theo két qua ¢ budc xay dung tinh hudng, kich ban van hanh
thtr trong moi treong van hanh, khai thac thuec té;

d) Lap bao céo két qua van hanh thir.

2. Xac dinh cac ngi dung va tai liéu phuc vu van hanh thir

a) Pon vi thuc hién: Chua dau tu phdi hop vai nha thau trién khai va cac bén cé lién quan.
b) Céac ndi dung van hanh thur co ban:

Tuy theo pham vi caa dy &n, mirc &6 yéu cau chat luong hoic cac diéu kién thuc té, cha
dau tu co6 thé quyét dinh lra chon ndi dung van hanh thir cho phu hgp. M6t s6 néi dung co
ban can kiém tra doi vai phan mém noi bo trong qué trinh van hanh thu:

b1) Kiém tra kha nang van hanh cac chirc nang/ ludng nghiép vu quan trong cua phan

mém;

b2) Kiém tra tinh dung dan cua di liéu (tinh ddng b, tring/ thiéu/ sai léch vé dit liéu);

b3) Kiém tra kha ning két ndi, lién thong, chia sé dir liéu voi cac hé thdng khac (néu
co);

b4) Kiém tra kha ning van hanh trén cac moi trudng khai thac phan mém (cac hé diéu
hanh khac nhau, céc trinh duyét khéc nhau, ...)

b5) Kiém tra cac tinh ning vé Kiém soat truy cap, phan quyén theo vai tro;

c) Céac tai liéu phuc vu van hanh thu:

c1) Tai liéu m6 ta yéu cau ngudi sir dung;

c2) Tai liéu huéng dan nguoi st dung bao gom huéng dan ngudi sir dung la quan tri;

c3) Tai liéu md ta yéu cau ky thuat can dap wng caa phan mém hoac tai liéu cac yéu cau
chirc nang, phi chtrc nang cua phan mem;
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c4) Tai liéu mo ta yéu cau ky thuat can dap tng vé méi truedng van hanh, khai thac phan
meém hoac tai liéu cau hinh moéi trueong van hanh, khai thac phan mem;

€5) Ho so béo céo ket qua kiém thir tai budc kiém thir phan mém cua chu dau tu theo
mau quy dinh tai Thong tu so6 41/2026/TT-BKHCN;

3. Lap ké hoach van hanh thir

a) Pon vi thuc hién: Chu dau tu phdi hop vai nha thau trién khai va cac bén c6 lién quan.
b) Cac hoat dong chinh:

b1) Nghién citu nghiép vu cua bai todn, yéu cau cia ngudi sir dung;

b2) Nghién ciru yéu cau chirc ning cua phan mém;

_ b3) Phan tich, xac dinh céac rang budc, udc lugng thoi gian danh cho van hanh thir va
tong hop yéu cau van hanh thu;

b4) Xac dinh cac mbc thoi gian quan trong trong qué trinh van hanh thi;

b5) Xéc dinh cac diéu Kién, trudng hop dirng van hanh thi;

b6) Lap ké hoach van hanh th;

b7) Chap thuan ké hoach van hanh thir caa chu dau tu.

4. Xay dwng tinh huéng, kich ban van hanh thir

a) Pon vi thuc hién: Chu dau tu phdi hop vai nha thau trién khai va cac bén c6 lién quan.
b) Cac hoat dong chinh

b1) Phan tich céc tai liéu dau vao dé nam viing yéu cau, pham vi van hanh tht, xac dinh
cac tinh nang can van hanh thu;

b2) Xay dung cac tinh hudng van hanh thi: S6 ky hiéu caa tinh hudng; dat tén tinh
hudng va xac dinh diéu kién; dir licu dau vao; cac budc thuc hién; két qua mong doi; két
qua thyuc té dya vao yéu cau dau vao;

b3) Xay dung cac kich ban van hanh thir twong ung véi cac tinh hudng van hanh th,
bao dam dap tng dugc viéc danh gia day du cac yéu cau vé noi dung van hanh thir tai budc
xac dinh ndi dung van hanh thu.

5. Thuc hién van hanh thi

a) Pon vi thuc hién: Chu dau tu phdi hop vai nha thau trién khai va cac bén c6 lién quan.
b) Cac hoat dong chinh:

b1) Thuc thi toan bo cac ndi dung, kich ban van hanh thu;

b2) Quan sat, ghi nhan két qua thuc té, ghi nhan cac su cb, 16i phan mém xay ra trong
qua trinh van hanh thu;

b3) So sénh két qua thuc té va két qua mong doi.

6. Lap bao cao két qua van hanh thir

a) Pon vi thuc hién: Chu dau tu phdi hop vai nha thau trién khai va cac bén c6 lién quan.
b) Cac hoat dong chinh

b1) Chua dau tu 1ap bao céo két qua van hanh thir, két thic van hanh thu.
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b2) Chu dau tu ¢6 trach nhiém:

- Théng bao két thic van hanh thir va két qua van hanh thir cho nha thau trién khai va
cac bén co lién quan;

- Yéu ciu nha thau trién khai tiép nhan két qua, chinh sira, bo sung va hoan thign phan
mém trong truong hop phan mém co loi;

- Théng nhat ké hoach t6 chtc nghiém thu véi cac bén lién quan.

b3) Nha thu trién khai va cac bén lién quan c6 trach nhiém tiép nhan va trien khai cac
cong viéc theo ket qua van hanh thir dugc thong béo.

4.11. Yéu cau vé bao hanh, bao tri
4.11.1. Yéu cau bdo hanh, bdgo tri h¢ théng
Nha thau té chirc bao hanh va dich vu sau ban hang phan mém trong vong 01 nam.

Nha thau phai cung cap quy trinh bao hanh phan mém, trong d6 néu rd dia diém bao
hanh cua don vi, thoi gian trung binh bao hanh khi cé yéu cau, thoi gian khac phuc sy co,
s6 nam bao hanh...

D6i voi phan mém, nha thau c6 trach nhiém hd trg vé mat ky thuat 1ap trinh va trién
khai trong thoi gian 01 nam, tinh tir ngay hai bén ky bién ban nghiém thu thanh ly hop
dong.

Nha thau c6 cam két tiép tuc hd trg béo tri san pham g dung sau khi két thic giai
doan bao hanh néu chu dau tu ¢6 nhu cau.

4.11.2. Phgm vi bdo hanh h¢ thang
Pham vi bao hanh hé thdng trong thoi gian bao hanh bao gom:
- Hb tro str dung
- Ho trg ve mat ky thuat. Trong khodng thoi gian bao hanh hé thong, néu ¢é nhirng chi
tict trong 1ap trinh duoc phat hién khong hop 1y, khong dung yéu cau ky thuat, hodc phat
sinh 161, don vi trién khai sé c6 trach nhiém chinh stra lai.
~Phuong tién hd tro thong qua: thu tin dién tir, dién thoai, Internet, chuyén phat thu buu
pham va ho tro tai chd (onsite).
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